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OnpeneneHus
B nacTosiieM T0KyMEHTE UCTIOb3YIOTCS CICAYIONME TEPMUHBI U KX ONPEACICHUS.

ABTOMATHU3HPOBAHHAS CHUCTEMA — CHCTEMa, COCTOSIIAs U3 MEepPCOHajIa U KOMIUIEKCa CPEICTB
ABTOMATHU3AIlMU €T0 JICATEIbHOCTH, pealn3yromas HHPOPMAIMOHHYIO TEXHOJIOTHIO BBITOJHECHUS
YCTaHOBJICHHBIX (DYHKIIUH.

AyTeHTI/I(l)I/IKaIII/Iﬂ OTHpaBUTEC/JId MNAaHHBIX — TIOATBCPXKIACHUC TOIO, 4YTO OTIPAaBUTCIIb
IMOJIYUYCHHBIX JAHHBIX COOTBETCTBYCT 3asABJICHHOMY.

Be3onacHOCTh MepCOHAIBHBIX JAHHBIX — COCTOSHUE 3aLIMIIEHHOCTH IIEPCOHAIBHBIX JAHHBIX,
XapaKTEepPU3yeMoe CIIOCOOHOCTBIO TIOJIb30BATENCH, TEXHHYECKUX CPEACTB W HMH(OPMAIMOHHBIX
TEXHOJIOTHHA o00ecneunTh KOH(UACHIMAIBHOCTh, LEIOCTHOCTh M JIOCTYHHOCTb IEPCOHAIBHBIX
TaHHBIX TIPU X 00pabOTKe B MH(POPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JaHHBIX.

Buomerpuueckue mnepcoHANbHbIEe [aHHbIE — CBCJCHUS, KOTOPBIE  XapaKTEPU3YIOT
¢buznonornueckue 0COOEHHOCTH YeJIOBEKa M HA OCHOBE KOTOPBIX MOYKHO YCTaHOBHUTH €TI0 JIMYHOCTD
U KOTOPBIE WCIOJIB3YIOTCS ~AJIMUHHCTpAalMEH Uil yCTAHOBJCHUS JIMYHOCTH CYOBEKTa
MEPCOHAIBHBIX JAHHBIX, MOTYT 00padaThIBaTHCS TOJBKO MPH HAIWYHH COTJIACHS B MHCHMEHHOU
dbopMe cyObeKkTa MEepCcOHANbHBIX JaHHBIX (BKiItouas ¢ororpaduu, OTHEUaTKU NalblieB, o0pa3
CETYaTKH IJ1a3a, 0COOCHHOCTH CTPOCHUS Tea U JPYTYIO M000HYI0 HH)OPMALIHUIO).

BiiokupoBaHue MNepPCOHAJTBHBIX JAaHHBIX — BPEMEHHOE MpEKpalieHue  o0paboTKu
MEPCOHAIBHBIX JAHHBIX (32 UCKIIOUEHHEM CIIydaeB, eciau 00paboTka HeoOXoauMa JUlsl YTOUHEHUS
MIEPCOHANIBHBIX TAHHBIX).

Bupyc (KOMNBIOTEpPHBIH, NPOrpaMMHBbIM)— WCHOJHAEMBIA NPOIPAaMMHBIA KOJ  HWJIH
UHTEPIpETUPYEMbIil Ha0Op MHCTPYKIMHA, oONafaronmii CcBOMCTBaMH HECAaHKLMOHUPOBAHHOTO
pacnpocTpaHeHus U camoBocrpousBeneHus. Co3laHHble TyOIMKaThl KOMIIBIOTEPHOTO BUpyca HE
BCErJa COBIAJAIOT C OPUTHHAIIOM, HO COXPAHSIOT CIOCOOHOCTh K JalIbHEHIIIEMY paclpOCTPaHEHUIO
Y CaMOBOCIIPOM3BEACHHUIO.

Bpenonocnas  mporpamMma —  [porpaMMma,  [peJHa3HAuY€HHas U1 OCYILECTBIICHUS
HECaHKIIMOHUPOBAHHOTO JOCTYyNa U (WJIK) BO3/AEUCTBUSL HAa MEPCOHAJIbHBIE JIAHHBIE WUJIM PECYPChHI
MH(POPMALMOHHON CUCTEMBbI TEPCOHATBHBIX JIaHHBIX.

BcenomMorare/ibHbIe TEXHHYECKHE CPEACTBA M CHCTEMbl — TECXHUUYECKHUE CPEICTBA U CUCTEMBI,
HE TMpeJHa3HAYeHHblE JIs Mepefaud, oOOpabOTKM W XpaHEHHs NEepPCOHAIBHBIX JIaHHBIX,
YCTaHABJIMBAEMBbIE COBMECTHO ¢ TEXHUYECKMMH CPEICTBAMHU U CUCTEMAaMHU, IIPEJHA3HAYCHHBIMU IS
00pabOTKN MEepPCOHATBHBIX JAHHBIX WM B MOMEUIEHHSX, B KOTOPBIX YCTAHOBJIEHBI MH(POPMAIIOHHbIE
CHCTEMBI [IEPCOHAJIBHBIX JJAHHBIX.

JlocTynl B OnepanMoOHHYI0 cpely KOMIbIOTepa (MH(GOPMALMOHHOW CHCTEMbl IEPCOHATBHBIX
JAAHHBIX) — MOJyYE€HHE BO3MOKHOCTH 3allyCKa Ha BBINOJHEHHME IITATHBIX KOMaH, (YHKLHH, MPOLEIyp
OTEPaLIOHHON CUCTEMbI (YHUUTO)KCHHS, KOITMPOBAHMS, TEpeMelIeHNsI U T.I1.), UCTIONHAEMBIX (hailiioB
MIPUKJIATHBIX TPOTPAMM.

Jloctyn k MH(popMauu — BO3MOXKHOCTB IOTy4YeHUs] HHPOPMAIMH 1 €€ HCTIOIb30BaHusl.

3ak1ag04HOe YCTPOMCTBO — »BJIEMEHT CpelCTBa CheMa HH(OpPMAIMK, CKPHITHO BHEIPSEMbIH
(3aKJIaIbIBaEMBbIi WIIM BHOCHMBII) B MECTa BO3MOXKHOIO cheMa MH(pOopMaImu (B TOM YHCIIE B OIPaKICHHE,
KOHCTPYKIIMIO, 000pYZIOBaHKE, MPEIMEThl MHTEPhEpa, TPAHCIIOPTHBIE CPENICTBA, & TAKKE B TEXHUUYECKUE
CpeICTBa ¥ CUCTEMBI 00pabOTKH HHPOPMAIIUHN).



Sammimaemast nHgopMaims — MHPOPMALIHS, SBISIOLIASCS MPESAMETOM COOCTBEHHOCTH Y TIOJUISKALIAsT
3alIUTe B COOTBETCTBUM C TPEOOBAHHMSIMH MPABOBBIX TOKYMEHTOB IJTH TPEOOBAHKMSIMH, YCTAHABINBACMBIMU
COOCTBEHHMKOM MH(OPMAITIH.

Nnenruduxamms — nprucBoeHNe CyObeKTaM 1 00BEKTaM J0CTYIIA UASHTU(IKATOPA U (WITH) CPaBHECHIS
MPEebABISIEMOTO UICHTU(HKATOPA C IEPEYHEM ITPUCBOCHHBIX UACHTU(DUKATOPOB.

HudopMaTHBHBIN CHIHAT — JICKTPUYECKUE CUTHAIBI, aKyCTHYECKUE, 3JICKTPOMATHUTHBIC U JIPYIHC
(u3MUeckue Mo, Mo IapamMerpaM KOTOPBIX MOXET ObITh pacKpbiTa KOH(UACHIMATbHAS HH(POPMALIHS
(mepcoHaBHBIE TaHHBIE) 0OpadaThiBacMasi B UH(POPMAIIMOHHOM CUCTEME TIEPCOHATBHBIX JTAHHBIX.

Nudopmanuonnass  cucrema  nepcoHadbHbIX  AaHHbIX  (MCIIJH) —COBOKYIHOCTb
coJiepKaluxcss B 0a3aX JaHHBIX NEPCOHAIbHBIX JAHHBIX M 00€CHEeuMBAIOIIUX HX O00paboTKy
MH(POPMAIMOHHBIX TEXHOJIOTHH U TEXHUYECKHX CPE/ICTB.

HNudopmanmonHbie TEXHOJOTHMM — TIPOIIECCHI, METOABI TOMCKA, cOOpa, XpaHeHWs, 0oOpaboTKH,
TMPEIOCTABIICHHS, PACIIPOCTPAaHEHUS WMH(MOPMAIMU M CIIOCOOBI OCYIIECTBICHUS TaKUX MPOLECCOB U
METO/OB.

Hcnonb3oBaHue mNepCcoOHATBbHBIX [JAHHBIX — JCHCTBUS (Omepanuu) C MEepCOHATbHBIMU
JAHHBIMH, COBEpIIAeMbIE ONEPAaTOPOM B ILENAX NPUHATHS PELICHUH WIM COBEPILIEHUS HHBIX
NEHCTBUM, MOPOXKIAIOUIMX IOPUIUYECKHE IOCIEICTBUS B OTHOIICHHU CYyOBEKTa MEPCOHATbHBIX
JAHHBIX WM APYruX JMll Ju00 HMHBIM 00pa3oM 3aTparuBarollMX IMpaBa M CBOOOABI CyObeKTa
MEPCOHANBHBIX JaHHBIX WU JAPYTUX JIHII.

Hcrounnk yrpospl 0e30macHocTH HMH(OPMALUHU — CYOBEKT JOCTYIA, MaTepUalbHbIi OOBEKT WU
(13IYecKoe SIBJICHHUE, SIBIISFOLIMECS IPUUUHON BOZHUKHOBEHUS YTPO3bl 0€30M1acCHOCTH MH(OPMALIKH.

KonTtposmpyemast 30Ha — TIpOCTPAHCTBO (TEPPUTOPHS, 3aHNE, YaCTh 3/IaHKS, OMEIIICHHE), B KOTOPOM
MCKITFOUCHO HEKOHTPOJIMPYEMOE MPeObIBaHNE IMOCTOPOHHUX JIHII, & TAKKEe TPAHCIIOPTHBIX, TEXHUUESCKUX U
HHBIX MaTCPUAIIbHBIX CPEACTB.

KonpuneHmMaasHOCTh MEPCOHATBHBIX JAHHBIX — 00S3aTeNIBHOE ISl COOMIONICHHUSI OTIEPAaTOPOM HITH
WHBIM TIOJMYYMBIIMM JIOCTYII K TIEPCOHAIBHBIM JIAHHBIM JIMIIOM TpeOOBaHUE HE JOIYyCKAaTh WX
pacrpoctpaHeHue Oe3 coriacusi CyObeKTa IEpPCOHANBHBIX [AHHBIX WA HAIMYMS WHOTO 3aKOHHOTO
OCHOBAHHUSI.

MexcereBoii 3KpaH — JIOKaIbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAILHO-PACTIPEICIICHHOES
MpOrpaMMHOE (IIPOrpaMMHO-AITIAPATHOE) CPECTBO (KOMILIEKC), peatu3yroliee KOHTPOIb 3a HH(opMarmei,
rocTyrnaroned B MHOOPMAIMOHHYIO CHCTEMY TEPCOHATIBHBIX JAHHBIX M (WIM) BBIXOISIICH U3
UH()OPMAITMOHHON CUCTEMBI.

Hapyumrens 0e30MaCHOCTH MEPCOHANBHBIX JAHHBIX — (DU3MUecKoe JWIo, CIy4daiHO WM
NPEJHAMEPEHHO COBEPILIAIONICE JICHCTBHSA, CIICACTBUEM KOTODBIX SIBJECTCS HAapyIleHHe Oe30macHOCTH
MIEPCOHATBHBIX JTAHHBIX IMPH MX 00pabOTKe TEXHMYECKMMH CPEICTBAMH B MH(OPMAIMOHHBIX CHCTEMax
HEPCOHATTBHBIX JAHHBIX.

HeaBTromaTu3npoBaHHasi 00padoTKa MePCOHAIbHBIX JAHHBIX — 00pabOTKa MEPCOHANBHBIX
JAHHBIX, COEPKAIIUXCSA B MHPOPMAIIMOHHON CHCTeMe MePCOHAIbHBIX JaHHBIX JINOO U3BIEUEHHBIX
U3 TaKoil CHCTEMBI, CUMTAETCS OCYIIECTBICHHOW Oe3 HCHOJBb30BaHUS CPEJCTB aBTOMATH3AalUU
(HEeaBTOMaTU3WPOBAHHOM), €CJIM TaKhe JEHCTBUS C EPCOHAIbHBIMU JaHHBIMHU, KaK HCIIOJIb30BAHUE,
YTOYHEHHE, PaCIpPOCTPAHEHNUE, YHUUTO)KEHUE NEPCOHAIBHBIX JAHHBIX B OTHOIICHHWU Ka)J0Tr0 W3
CyOBEKTOB NEPCOHANIBHBIX JJAHHBIX, OCYLIECTBISIOTCS IPH HEOCPEICTBEHHOM YYaCTHH YEJI0OBEKA.

HenexiapupoBanHble BO3MOKHOCTH — (DYHKUIHMOHATbHBIE BO3MOXKHOCTH CPEJICTB BBIYMCIUTEILHON
TEXHUKU, HE OIMMCAHHBIE WJIM HE COOTBETCTBYIOLIME OMHUCAHHBIM B JOKYMEHTAIUW, NPU HUCHOJIL30BAaHUN
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KOTOPBIX BO3MOYKHO HapYIIeHHE KOH(PUICHIMATLHOCTH, JOCTYITHOCTH WX IIEIIOCTHOCTH 00padaThiBaeMOit
HH(POPMAIIHH.

HecaHKIIMOHMPOBAHHBIA J0CTYN (HECAHKIIMOHUPOBAHHbIE JeCTBUSI) — JOCTYIl K WH(OpMarmu
WM JeCTBUS ¢ MHGOpMAICH, HApYIIAONE TPaBWIA Pa3TPAHUYCHUs JIOCTYMa C HCIOJIb30BAHUEM
LITaTHBIX CPEJICTB, MPEAOCTABISIEMbIX HH(POPMAIIMOHHBIMH CHCTEMaMH MEPCOHATBHBIX JaHHBIX.

Hocurenb ungopmamm — Guznyueckoe JUIO WM MaTepHAIBHBIA 0OBEKT, B TOM UKCIIe (PU3HYECKOe
nosie, B KOTOpPOM HH(OpMALHsi HAaXOAUT CBOE OTPaKEHHE B BHIE CHMBOJIOB, 00pa3OB, CHIHAJIOB,
TEXHUUYECKHX PELICHHUH U TIPOLIECCOB, KOIMYECTBEHHBIX XapAKTEPUCTUK (PU3HMUECKUX BEIUYUH.

OO0e3MunBaHue NMEPCOHANBHBIX JAAHHBIX — JICHCTBUS, B PE3yJbTaTe KOTOPHIX CTAHOBUTCA
HEBO3MOXHO 0€3 HCIHOJb30BaHUS JIONOJIHUTENbHOW HMH(OPMAIMM ONpPENesIUTh MPUHAJICKHOCTD
MEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATIBHBIX JAHHBIX.

O0paboTka nepcoHAIbHBIX JAHHBIX — JIF000€ JIelicTBUE (Onepaliysl) Wi COBOKYITHOCTb I€MCTBUI
(omepariuii), coBepIIaeMBbIX C MCIOIBG30BaHUEM CPEJICTB aBTOMATU3ALUK WM 03 UCIONb30BAHUS TaKHUX
CPEZACTB C MEPCOHATBLHBIMY JAHHBIMH, BKIIFOUasi cOOp, 3aIiCh, CHCTEMATH3AINI0, HAKOIJICHNE, XPAaHEHHE,
yrouHeHre (OOHOBIICHHE, W3MEHEHHE), W3BJCUCHHE, WCIONb30BaHKE, Iepeaady (pacrmpocTpaHeHue,
MIPEIOCTABIICHUE, JIOCTYI), OOE3IMUYMBAHUE, OJIOKMPOBAHUE, yIAJICHUE, YHHUUTOXKEHUE IMEPCOHATBHBIX
JTAHHBIX.

OO0menocTynHble  MepcOHAJTbHbIE  JaHHbIe —  [E€PCOHAJbHBIE  JAHHbBIE,  JIOCTYII
HCOTPAaHNMYCHHOI'O Kpyra JIMI K KOTOPBIM MNPEAOCTABIICH C COIJIaCHsd CY6’I)CKTa NEPCOHAIBHBIX
JaHHBIX WA Ha KOTOphIE B COOTBETCTBUH C (helepalbHBIMH 3aKOHAMU HE PacHpOCTPaHSIETCS
TpeboBaHuE COOI0IEHNS KOH(DUICHIIMATBHOCTH.

Oneparop (mepcOHANBHBIX [JAHHBIX) — TOCY/JIAapCTBEHHBI OpraH, MYyHHLMINAIbHBIA Opra,
FOPUITNYECKOE WITH (PU3UIECKOE JIUIT0, CAMOCTOSTEIBHO HITH COBMECTHO C IPYTHMMH OPTaHU3YFOIIee 1 (MITH)
OCYILECTBIISIIOIIEE  O0pabOTKY NEPCOHAIBHBIX JAHHBIX, a TAKKe OMNpENENAIoNMe Iemd 00paboTKH
MIEPCOHATIBHBIX JTAaHHBIX, COCTAaB NEPCOHATBHBIX JAHHBIX, MOIeKAIIMX 00paboTKe, NeHCTBUS (onepayn),
COBEpIIAEMbIE C IEPCOHATBLHBIMU JAHHBIMU.

Texnuueckne cpeacrsa HH(POPMANMOHHOW CHCTEMbl MEPCOHAJIBHBIX JIAHHBIX — CPEACTBA
BLIYHUCIIUTEILHOM TEXHUKMH, I/IH(bOpMaHI/IOHHO-BI)I'-H/ICJ'II/ITCJ'H)HI)IG KOMIUICKCEI U CECTHU, CPCACTBA U CUCTEMbI
nepenau, npuemMa u obpabotku [I[IH (cpemctBa ¥ CHCTEeMBI 3BYKO3AIHMCH, 3BYKOYCHIICHUS,
3BYKOBOCTIPOM3BEICHHUSI, TICPETOBOPHBIC W  TEJIEBU3MOHHBIE YCTPOWMCTBA, CPEICTBA H3TOTOBIICHWS,
THPKUPOBAHMS IOKYMEHTOB U IPyrue TEXHUYECKUE CPEICTBA 00PabOTKU peyeBoid, rpadiyeckoi, BUIeOo- U
OykBeHHO-TIM(pOBOM  MH(POPMAITK), TPOTPAMMHBIE CPEICTBAa (OINEpPAIMOHHBIE CHUCTEMBI, CHCTEMBI
yrpapJeHus: 6a3aMu JaHHBIX | T.I1.), CPEICTBA 3AUTHI HHPOPMAIUH, TIPUMEHsIEMbIEe B MH()OPMAITMOHHBIX
CHCTEMaX.

IlepexBaT (MH(pOpMAUMHU) — HEMPABOMEPHOE TMOJydyeHHE WHOOPMAIMU C HCIOJIH30BAHHEM
TEXHUYECKOTO CPEJICTBA, OCYIIECTBISIONIETO OOHApYXEHNE, TpUeM U 00paboTKy MH(DOPMATHUBHBIX
CUTHAJIOB.

Ilepconanbuble AaHHBbIE — J100ass HMHMOPMAIMS, OTHOCSINASACA K TPSIMO WIA KOCBEHHO
OTIPEZICTICHHOMY HJIM OTIpeiesieMoMy (hHU3UIECKOMY JIUIY (CYOBEKTY MePCOHAIBHBIX JAHHBIX ).

IToGounbIe 3JIEKTPOMATHUTHBIE H3JIYYeHHs] M HABOAKM — DJICKTPOMATHUTHBIC W3JIydCHHS
TEXHUYECKUX CpeACTB 00paboTku 3amuiiaeMord HH(OpMaIMM, BO3HUKAOLIME KaK MOO0YHOE
SBJICHUEC W BBI3BAHHBIC ICKTPUYECKUMH CHUTHAJAMH, ACHCTBYIOIIMMH B WX D3JEKTPHUYECKUX H
MarHUTHBIX HEMIX, a TaKKe DJIEKTPOMArHUTHHIE HABOJKH STHX CUTHAJIOB HAa TOKOIPOBOJAIIHE
JIMHUH, KOHCTPYKIMY U IIETIH TUTaHUSL.



Monutuka «YHCTOr0 CTOJIa» —  KOMIUIEKC OpraHU3alMOHHBIX MEPONPUSITHH,
KOHTPOJHMPYIOIIUX OTCYTCTBHE 3alUChIBAHUS Ha OyMa)KHbIE HOCHUTENM KItouedl u aTpuOyToB
nocryma (maposieii) ¥ XpaHeHHsI UX BOJIU3H 00BEKTOB JIOCTYTIA.

IHoab30BaTe b HHPOPMAUMOHHOH CHCTEMbI EPCOHAJIBHBIX JAHHBIX — JIMIO, YYACTBYIOLLEE
B (YHKIMOHUPOBAHUHM HH(POPMAIIMOHHOW CHCTEMBI MEPCOHAJIBHBIX JAHHBIX WM HCHOJIb3YIOIIEe
pe3ynbTaThl e¢ () YHKITMOHUPOBAHHSI.

IIpaBuia pasrpaHuYeHusi JOCTYNA — COBOKYIIHOCTb IPAaBUJ, PErJaMEHTUPYIOLIMX IpaBa
J0CTyna cyOBEKTOB JJOCTYIA K 00bEKTaM J10CTYIIA.

IIporpaMmMHasi 3akJjiaika — KOJ TPOTpaMMBI, NpPEIHAMEPEHHO BHECEHHBIH B IMPOrpamMMmy C
[EeNbI0  OCYIIECTBUTH YTEUKY, W3MEHHTh, OJIOKHPOBAaTh, YHHYTOXHUTh HH()OPMALUIO HIIH
YHUYTOXKUTh M MOJU(PHUIMPOBATH MPOrpaMMHOE oOecreueHre HH(POPMAIMOHHOW CHCTEMBI
NePCOHANBHBIX JIaHHBIX U (MJIH) OJOKUpPOBATH aIlapaTHbIe CPEICTBA.

IIporpammMHoe (mporpaMMHO-MaTeMaTH4YecKOe) BO3JelCTBHE — HECAHKIIMOHUPOBAHHOE
BO3/ICHCTBUE Ha PECypChl aBTOMATU3UPOBAHHONH MH()OPMAIIMOHHOW CHCTEMBI, OCYIIECTBIISIEMOE C
WCIOJIb30BaHMEM BPEOHOCHBIX IPOTPaMM.

PacprlTne NEPCOHAJIBHBIX JAHHBIX — YMBIIUICHHOC HJIHU CHy‘i&fIHOC HapyHICHUC
KOH(i)I/IIleHHI/IaHI)HOCTI/I NEPCOHAIBHBIX JAaHHBIX.

Pacnpocrpanenue mNepcOHANbHBIX [JaHHBIX — JCHCTBUs, HAIIPABICHHBIE HAa PacCKpbITHE
IIEPCOHAJIBHBIX TAHHBIX HEOIIPEECICHHOMY KPYTY JIMI

Pecypc nundopmManuoHHoi cuCTEeMbl — UIMEHOBAHHBIN 3JIEMEHT CUCTEMHOIO, MPUKJIATHOTO WUJIU
anmapaTHOro obecrneueHus: GyHKIIMOHUPOBAHUS WH(OPMAIIMOHHOW CUCTEMBL.

CrnennanbHble KaTeropuu NEPCOHATBHBIX JAHHBIX — [IEPCOHAIBHBIE JTAaHHBIC, Kacaroluecs
pacoBoi, HAIMOHAJIBHOW TNPUHAMJICHKHOCTH, MOJUTHYECKHX B3IJIAJO0B, PEIMTMO3HBIX WM
¢unocopckux yOSKICHHUM, COCTOSHUS 3/10pOBbS U MHTHUMHOH XH3HH CYyObEKTa MEepPCOHAIBHBIX
JTAHHBIX.

CpencrBa BbIYHC/IMTEIHLHOH TEXHUKH — COBOKYITHOCTH IMPOTPAMMHBIX M TEXHHUYECKHUX AJIEMEHTOB
cucteM 00pabOTKU JaHHBIX, CIIOCOOHBIX (PYHKIIMOHHPOBATH CAMOCTOSITEIBHO WJIM B COCTaBE JPYTHX
CHCTEM.

Cy0bexkT pocryma (Cy0ObeKT)— JMIO WIM TPOLECC, JIEUCTBHA KOTOPOTO pPErIaMEHTUPYIOTCS
MpaBWJIaMU pa3TpaHUYEHUs JOCTYTIA.

Texnuyeckuid KaHaJ yTedkHM MH(OPMALMM — COBOKYITHOCTh HOcHTENs MH(opmaimu (cpencrsa
00paboTKH), (PU3NUECKON Cpelpl PaclpoCTpaHeHHsT MH(POPMATUBHOTO CHTHATA M CPENCTB, KOTOPHIMU
JOOBIBAETCS 3aIuInacMast HHQoOpMaIius.

TpancrpannyHas mnepeaaya NepCcOHAJBHBIX JAHHBIX — Iepefada MEePCOHATbHBIX JIAHHBIX
onepatopoM dyepe3 [ocynmapctBeHHyto rTpanunly Poccuiickoit ®exepanuu opraHy BJIacTu
WHOCTPAHHOTO FOCYIapCTBa, PU3NIECKOMY U IOPUAMYECKOMY JIMIY HHOCTPAHHOTO TOCYIapCTBa.

Yrpo3bl 0e30NaCHOCTH NMEPCOHATIBHBIX JTAHHBIX — COBOKYITHOCTh YCJIOBHH M (PAaKTOPOB, CO3/IAFOIIHMX
OTMACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHCJIE CIy4aifHOro, JOCTyNa K TEPCOHATBHBIM JIAHHBIM,
pe3ysibTaTOM KOTOPOTO MOXKET CTaTh YHMYTOXKCHHE, W3MCHEHHE, OJIOKUPOBAHKE, KOIMPOBAHHUE,
pacipocTpaHeHHe TMEPCOHATPHBIX JAHHBIX, @ TAKKE WHBIX HECAHKIMOHUPOBAHHBIX MCHCTBHI TPU HX
00paboTKe B MHGOPMAIMOHHOM CUCTEME MEPCOHATIBHBIX TAHHBIX.



YHuuTOKEHHE NEPCOHAIBHBIX JAHHBIX — IICIZCTBPDI, B PE3YJIbTATC KOTOPBIX HCEBO3MOKHO
BOCCTAaHOBHUTBb COACPKAHUC ICPCOHAIIbHBIX JAHHBIX B HHq)OpMaIMOHHOﬁ CUCTECMC IICPCOHAIIBHBIX MAHHBIX
W B PE3YJIbTATC KOTOPLIX YHUUTOKAOTCA MAaTCPUAJIIBHBIC HOCUTCIIN ICPCOHAJIbHBIX JTAHHBIX.

Yreuka (3ammmaeMoii) HMHEQOPMAIMU MO0 TeXHUYECKHM KAHAJIAM — HEKOHTPOIMPYEMOE
pacripocTpanenie MHGOpMaIMK OT HOCHUTENS 3allMIliaeMoN HH(pOpMaIU 4yepe3 (PU3UUECKYI0 cpemy 10
TEXHUYECKOTO CPEZICTBA, OCYIIECTBISIIOIIETO TepexXBaT NH(OPMAIIHH.

VYA3BUMOCTB — C1a00CTh B CPEACTBAX 3AIUTHL, KOTOPYIO MOXHO HCIOJIB30BaTh I HAPYILCHUS
CHCTEMBI WM cofiep Kartieiicst B Hell mH(opMaImu.

HenoctHocth  uHGOpPMAIMU —  CIIOCOOHOCTh  CPEACTBA  BBIUMCIMTENIHHOW  TEXHUKA WU
ABTOMATHU3MPOBAHHON CHCTEMBI 00ECTICUMBATh HEM3MEHHOCTh MH(OPMALIMK B YCIIOBUSIX CITy4alfHOTO W/UITH
IPEHAMEPEHHOTO UCKKEHUS (Pa3pyLLEHHUS ).

O0o3HaYeHNS ¥ COKPAIIEHUSs!

ABC — aHTUBHUPYCHBIE CPECTBA

APM — aBTOMATU3UPOBAHHOE PaboOUee MECTO

BTCC — BCIIOMOTaTeNbHbIE TEXHUYECKUE CPECTBA U CUCTEMBI
NCIITu — MH(pOpMAIIMOHHAs CUCTEMA TTEPCOHATTBHBIX JTAHHBIX
K3 — KOHTpOJIMpyeMasi 30Ha

JIBC — JIOKaJIbHAasl BBIYMCIIUTENbHAS CETh

MD — MEKCETEBOM dKpaH

HCI — HECAaHKLIMOHUPOBAHHBIN TOCTYII

ocC — OTIepaIlIOHHAS CUCTEMA

I11n — [IEPCOHAJIHBIE JAHHbIE

[IMB — IIPOrPaMMHO-MATEMAaTHYECKOE BO3/IEUCTBHE

1o — IporpamMMHoOe o0ecrieueHue

IIOMHNH — MOOOYHBIE HNIEKTPOMArHUTHBIE M3ITy4eHHsI M HABOIAKU
CA3 — CHCTEMa aHaIM3a 3al[UIIeHHOCTH

C31 — CpeJCTBa 3alUThl HHPOpMaLUU

C3I1n — cuctema (ToJIcucTeMa) 3aIUThl IEPCOHATBHBIX JaHHBIX
COB — cucTeMa OOHapyXEHUsI BTOPKEHUH



TKYN — TEXHUUYECKUE KaHAJIbl yTeUKH HH(OpMAIn

VBIT1n — YIpo3bl OE30IMaCHOCTH TIEPCOHATBHBIX TAHHBIX



BBEJIEHUE

Hacrosimas Ilonawtuka uHbopManuoHHO#H Oe3omacHoctd (mamee - Iloamrmka) MBJIOY
«erckuii can Ne 247y (manee — Yupexaenue) siBisieTcs: oQUIUaIbHBIM JOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBHM C TpeOoBaHHsAMH DenepallbHOTO 3aKOHA OT 27 MO
2006 1. Ne 152-@3 «O mepcoHaJbHBIX JaHHBIX» W MocTaHoBieHus I[IpaBurtenbcTBa Poccuiickoit
Oenepanun ot 1HOsI0pss 2012 1. No 1119 «O6 yTBepxkaeHNN TpeOOBAaHUH K 3aIIUTE TIEPCOHATBHBIX
JaHHBIX TpH UX 00paboTke B HMH(POPMAIMOHHBIX CHUCTEMax MEPCOHAIBHBIX JJAaHHBIX», Ha
OCHOBaHUHU:

- «PexoMenanmii mo odecreyeHno 0e30MacHOCTH TEPCOHAIBHBIX AJaHHBIX MPH WX 00paboTKe B WH-
(OpMaLIMOHHBIX CHCTEMax MNEPCOHAIBHBIX JaHHBIX», YTBEPKICHHBIX 3aMECTHTEIEeM IUPEKTOpa
®CTOIK Poccuu ot 15.02.2008 1.,

- «TunoBeIx TpeOOBaHWU MO OpraHU3alK W OOecleueHUI0 (PYHKIIMOHUPOBAHUS MH(POBATHLHBIX
(xpunTorpaduyeckux) CpeicTB, MpeJHAa3HAYCHHBIX IS 3aIlUThl MHGOpPMALUH, HE cojiepKalleh
CBEJICHUI, COCTABIISIONINX TOCYAPCTBEHHYIO TalfHy B CIIy4ae U3 HUCIIOIb30BaHUs Ul 00ECIICUCHUS
0€30IaCHOCTH IIEPCOHANBHBIX JaHHBIX NPH UX 00paboTke B MH(OPMALMOHHBIX CHCTEMax IIE€PCo-
HaJbHBIX JAHHBIX», YTBEepkACHHbIX pykoBoacTBoM 8 Ilentpa ®CB Poccum 21.02.2008 r. Ne
149/6/6-662.

B Tlonutuke omnpenenensl TpeboBanust k mnepcoHany WCIIJIH, cTeneHb OTBETCTBEHHOCTH
NepcoHana, CTPYKTypa M HEOOXOJUMBIM YpOBEHb 3aIIMIIEHHOCTH, CTaTyC U JOJKHOCTHBIE
0053aHHOCTH COTPYTHHKOB, OTBETCTBEHHBIX 3a oOecrieueHne Oe30MacHOCTH TePCOHAIBHBIX
nanubix B UCIIIH Yupexaenus.

1. OOmme MOJIOKEHHUS
Lenpro Hactosmen [lomuTukn sBisercs odbecnedeHre 0€30MacCHOCTH 0OBEKTOB 3aIIHUTHI

VYupexaeHns OT BCeX BHIOB yIrpo3, BHEIIHUX W BHYTPEHHUX, YMBIIUIEHHBIX W

HCMIPCAHAMCPCHHBIX, MUHUMHN3Al A yluep6a OT BO3MOYKHON pcajm3anuun yrpo3s 6C3OHaCHOCTI/I HI[H
(YBII/In).

be3omacHOCTH IEPCOHAIIBHBIX JaHHBIX JOCTUTaCTCA mIyTeM HCKIIFOYCHU A
HCCAHKIIUOHUPOBAHHOI'O, B TOM YHCJIC CHy‘l&ﬁHOI‘O, AOCTYyIa K MNCPCOHAIBHBIM JaHHBIM,
PE3YIBTATOM KOTOPOTO MOXKET CTaTh YHHYTOXCHHEC, N3MCHCHHC, 6J'IOKI/Ip0BaHI/I€, KOITMpOBaHUC,
PacnpoCTPaHCHUC ICPCOHAJIbHBIX JAaHHBIX, @ TAKKC MHBIX HCCAHKIITMOHUPOBAHHBIX ﬂeﬁCTBHﬁ.

Nndopmanus u cBa3aHHbIE ¢ HEW pecypchl AODKHBI OBITH JOCTYIHBI AJI aBTOPU30BaHHBIX
nojip3oBarese. J{oMKHO OCYIIECTBIAThCS CBOEBPEMEHHOE OOHApy)KEHHE W pearupoBaHUE Ha
YBII/n.

HOJ'DKHO OCYIICCTBIIATHECA MPCAOTBPAIICHHUEC MPEAHAMCPCHHBIX HIIN CJ'Iy‘IZtﬁHBIX, HJaCTUYHBIX
HJIN MOJIHBIX HCCAHKIIMOHUPOBAHHBIX MO,[[I/I(I)I/IKaI_II/Iﬁ WK YHUYTOXKCHUA NICPCOHAIIbHBIX JaHHBIX.

CoctaB 00BEKTOB 3alMTHI MpeacTaBieH B IlepeuHe mepcoHaANbHBIX JAHHBIX, YKa3aHHOMY B
[Tonoxxennn 06 00paboTKe NEPCOHANBHBIX JaHHbBIX.

Cocra UCII[IH, mnojiexamux 3amure, NpPeACTaBiIeH B AKTe O0O0CIEJOBaHUS TEKYILIEro
COCTOSIHUS TEXHUUECKON 3aIlUThl IEPCOHATIBHBIX JAHHBIX.



2. O0Jaacre aeiicTBUsd

TpeboBanust Hactoswmeil [lonUTUKM pacnpoCTpaHSIOTCS Ha BCEX COTPYIHUKOB YUpExACHUS
(IITaTHBIX, BPEMEHHBIX, PAa0OTAIOIIMX IO KOHTPAKTY M T.I.), @ TaKK€ BCEX MPOYMUX JIUI]
(mOIpSAAUMKH, Ay TUTOPHI U T.1I1.).

3. CucreMa 3alIMTHI MEPCOHATbHBIX JAHHBIX
Cucrema 3amuThl nepcoHabHBIX JaHHBIX (C3I1/IH), cTpouTCS HA OCHOBAHUH:
- AxTa 00ce0BaHus TEKYIIETO COCTOSHHS TEXHHYECKOH 3alIUThl IEPCOHATBHBIX JaHHBIX
- [lepeunst nepcoHaNBHBIX AaHHBIX, TOAJICKAIIUX 3AIIUTE;
- AxToB Kiaccupukanuy HHGOPMALMOHHBIX CUCTEM IIEPCOHAIBHBIX JaHHBIX;
- HacTHbIX MOJEIeH akTyaabHBIX yrpo3 U BeposiTHoro Hapymureias UCI/H;
- [onoxeHus o pasrpaHMYCHUH MTPAB JOCTYMA K NEPCOHATBHBIM JIAHHBIM;
- PykoBogsmux nokymerToB @CTIOK u ®Ch Poccuu.

s obecnieuenus 3amutsl UCITJIH HEeoOXxoauMo coOMI0AeHHE OpraHU3allMOHHO-TEXHUYECKUX
Mep. AIMUHUCTpanuel odecrieunBacTcs 0€30MaCHOCTh MEPCOHANBHBIX JIAHHBIX B COOTBETCTBUU C
HE0OXOIMMBIM YPOBHEM 3alUIIEHHOCTH, KOTOpasi omnucaHa B TeXHUYEeCKOM 3aJJaHUH Ha CO3/IaHue
cuctembl 3amuthl 11 UCIdu. B Yupexnenun onpeneneHsl akTyalbHbIE YIpO3bl 0€30MaCHOCTH

HI[H, KOTOPLBIC OIIMCAaHbI B YactHON MOZACIIN AKTYAJIbHBIX YI'PO3 U BEPOATHOI'O HAPYHIUTCIIA
WUCTI/Tx.

HOI[ AKTyaJIbHBIMHU yrposamu 0e30macHOCTH NNEPCOHAIIBHBIX JaHHBIX IIOHHUMAaCTCA
COBOKYITHOCTb yCHOBI/IfI n (l)aKTOpOB, CO3JaroIunx AKTYyaJIbHYIO OIIaCHOCTh
HCCAHKIIUOHHUPOBAHHOI'0O, B TOM 4YHUCJIIC CJ'Iy‘I&fIHOFO, A0CTyIIa K MNEPCOHAJIBHBIM JaHHBIM HPHU HUX
O6pa6OTKC B HH(I)OpMaHHOHHOﬁ CUCTCMC, PE3YJIbTATOM KOTOPOro MOIyT CTaTbhb YHHUYTOKCHHC,
N3MCHCHIUC, 6J'IOKI/IpOBaHI/IC, KOITMPOBAHUEC, MPEAOCTABICHUEC, PACHPOCTPAHCHUC TICPCOHAIIBHBIX
HAaHHBIX, a TAKKC NHBIC HCIIPABOMEPHELIC Z[eﬁCTBHH.

VYrpo3sl 1-ro Tuna akTyalbHbl Ui UHGOPMALMOHHOM CHUCTEMBI, €ClIM JJIs Hee B TOM YHCIIEe
aKTyaJlbHbl yTpO3bl, CBS3aHHbIE C HAJIWYUEM HEIOKYMEHTHUPOBAaHHBIX (HEIEKIapHUPOBAHHBIX)
BO3MOYKHOCTEH B CHCTEMHOM IPOrPaMMHOM OOECIEYEHHH, HUCIOJIB3YEeMOM B HH()OPMALMOHHOU
CUCTEME.

VYrpo3bl 2-T0 TUMNA aKTyaJIbHBI Ui MH(GOPMALMOHHON CHUCTEMBbI, €ClIM JJIs Hee B TOM YHCIIEe
aKTyaJlbHbl yTPO3bl, CBS3aHHbIE C HAJIUYUEM HEIOKYMEHTHUPOBAHHBIX (HEIEKIapUPOBAHHBIX)
BO3MOKHOCTEH B MPUKIATHOM MPOTPAMMHOM OOECIIEUeHUH, UCIOIb3yeMOM B MH()OPMALMOHHOU
CUCTEME.

VYrpo3sl 3-T0 THMa aKTyaJlbHBI A WH(GOPMALMOHHOW CUCTEMbI, €CIU JJIsi Hee aKTyaJbHBI
yIpO3bl, HE CBS3aHHBIC C HAIMYMEM HEJTOKYMEHTHPOBAHHBIX (HEIEKIapUPOBAHHBIX) BO3MOKHOCTEH
B CHCTEMHOM W TPUKJIAJHOM IMPOTPAaMMHOM OOECTEeYeHHH, MCIOJIb3yeMOM B HH(OPMAIMOHHOM
CUCTEME.

Ha ocHoBaHuMM 3THX TOKYMEHTOB ONpeneseTcs HeoOXOAUMbIH YpOBEeHb 3amuiieHHocTH [1/1x
kaxnoil UCII/In Yupexnenus. Ha ocHOBaHuM aHanM3a akTyaJbHBIX yrpo3 OesomacHoctu I[1/1H,
ONMMCaHHOrO B YaCTHON MOJEIN aKTyalIbHBIX yrpo3 U BepositHoro Hapymurenss UCIIIx u Otdera o
pe3yabTaTax TNpPOBEIEHHs BHYTPEHHEH NpoBepKe, HeNaeTcs 3aKiIloueHHe O HEeOOXOIMMOCTH
WCIIOJIb30BaHUS TEXHUYECKUX CPEICTB M OPraHU3alMOHHBIX MEPONPUSATUI Isi olOecredeHus
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6e3onacuoctu [1/1H. BeiOpanHbie HE0OX0AUMBIE MEPOTIPUATHS OTpaxatorcs B [nane meponpusituii
I10 3aILXTE NEPCOHAIBHBIX JAHHBIX.

Jost kaxmort MUCII/IH moipkeH OBITH COCTaBIIEH CIMCOK HCIIONIB3YEMBIX TEXHHUYECKHX CPEIICTB
3alIMTHI, a TaK K€ MPOrpaMMHOT0 oOecriedyeHus, ydacTByromero B obOpaborke I[1/ln, Ha Bcex
anemenTax UCII1/H:

- APM nonw3oBatenci;
- CepBepa MpuIIOKeHNUi,
- CYBJ;

- I'pannna JIBC;

- KananoB nepenaun B cetu 00IIero MOIb30BaHUS U (HITH) MEXIYHAPOIHOTO OOMEHaA, €CIIH 110 HUM
nepenatorcs I1/1H.

B 3aBucumoctu or yposHs 3amuineHHocTH MCIIJIH u aktyansHbix yrpos, C3II[IH moxer
BKJIIOYATh CIEAYIOIINE TEXHUYECKUE CPEACTBA:

- aHTUBUPYCHBIE CPEACTBA JJIs Pa0OYMX CTAHIIUHN T0JIH30BATENICH U CEPBEPOB;
- CpPelICTBA MEKCETEBOTO DKPAHUPOBAHUS;

- CpeAcTBa KpUIITOrpaguyecKo 3amuTsl HHGOPMaLUH, IPH Nepeaade 3aliiaeMon ua- - Gopma-
LUH [0 KaHAJIaM CBSI3H.

Tak e B CNHMCOK JOJDKHBI OBITh BKIIOUEHBI (DYHKITUU 3alIUTHI, 00€CTIeUnBaeMble IITATHBIMU
cpenctBamu oOpabotku II[[n omepanmonasiMu cuctemamu (OC), mnpuknamgaeiM [IO u
CHEIUAIbHBIMU KOMIUIEKCAMH, PEATU3YIOMUMH CpeAcTBa 3amuThl. CHHCOK (PYHKIIUN 3allUThI
MOXET BKJIFOUATh:

YIPaBICHHE U pa3sTPaHUYCHUE JOCTYIIA ITOJIb30BATENECH;
PETUCTPALIMIO M YUET NeHCTBHH ¢ HH(pOpMaIueii;
- o0ecreYnBaTh LEIOCTHOCTh JaHHBIX;

- IPOU3BOJUTH OOHAPYKEHUH BTOPIKEHHH.

Cnucok UCnoyIb3yeMbIX TEXHUYECKUX CPENICTB oTpaxaercs B Ilnane meponpusatuil mo 3ammure
MEePCOHANIBHBIX JaHHBIX. CIMHUCOK UCIOIb3YEMBIX CPEACTB JOJDKEH MOJICPKUBATHCA B AKTyalbHOM
cocrossuuu. [Ipu M3MEHEHMHM cocTaBa TEXHUYECKHMX CPEACTB 3amuThl Wik 3neMentoB WCII/H,
COOTBETCTBYIOIIME M3MEHEHUS JIOJDKHBI ObITh BHECEHbI B CIHCOK M YTBEPIKICHBI 3aBEIYIOIIUM
YupexaeHus Wi JTUIOM, OTBETCTBEHHBIM 3a oOecrieueHue 3amuthl [1/H.

4. TpeooBanus k noacucremam C3I11n
C3I1dn Briro4aeT B ce0s CIEAYIOIINE TOJCUCTEMBI:
- YIPaBJICHHs] JOCTYIIOM, PETUCTPALIUU U YUETa;
- 06CCHC‘{€HI/IH HEJIOCTHOCTHU U JOCTYIIHOCTH;
- aHTHBI/IpyCHOfI 3alluTHI;
- MEXKCETEBOTO DKPAHUPOBAHMSI;

- aHaJIn3a 3allMIICHHOCTH,
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- 00HapYKCHHS BTOPIKCHHH;
- KpunTorpauIecKon 3aluThl.

IMoacucremer C3I1/In umeroT pa3nuuHblii (yHKIHOHAT B 3aBUCUMOCTH OT kiacca WCII/IH,
OTIpENICIECHHOTO0 B AKTe KIacCU(pHUKAIMKU HHOOPMAIIMOHHBIX CHCTEM TNEPCOHAIBHBIX JaHHBIX.
Crucok cootBercTBus ¢yHKIMKA moacucreM C3IIJIH kimaccy 3amMIIEHHOCTH TPEACTaBICH B
[Tpunoxxennn Ne 1.

4.1. TloncucTeMbl ypaBJieHHUsI JOCTYIIOM, PerHCTPAllMU U y4eTa

[Toxcucrema ympaBiieHUS JTOCTYIIOM, PETMCTPAlMM M ydeTa IMpeJHa3HayeHa sl peanu3aluu
CIIEYIOIUX (PYHKIIHIA:

- HACHTU(QUKALMHI U IPOBEPKA MOUIMHHOCTU CyOBEKTOB focTyna npu Bxoae B UCII/IH;

- HICHTU(HUKAIIMKA TCPMHUHAIOB, Y3JIOB CETH, KaHAJIOB CBS3U, BHEIIHUX YCTPOWCTB IO JIOTUYECKUM
MMEHaM;

- uaeHTH(UKAIMK TPOTPaMM, TOMOB, KaTajioros, (aiios, 3anucei, Mok 3amucei Mo UMeHaMm;

- perucTpanuu BXxoja (BbIXxo/a) CyObeKTOB JOCTYIA B CUCTEMY (M3 CUCTEMBI), TUOO pEruCTpaius 3a-
TPY3KU ¥ HHUIHAIA3AINH OMEPAIlHOHHON CUCTEMBI U €€ OCTaHOBA.

- PErHCTpaNUH MOMBITOK JTOCTYIIa IPOrPaMMHBIX CPECTB (IIPOrpaMM, IPOIIECCOB, 33/1a4, 3aIaHni) K
3alUIIaeMbIM Qaiiiam;

- pPEerucTpaluy MOMBITOK JOCTYyMa MPOTPAMMHBIX CPEICTB K TEpPMHUHAIAM, KaHallaM CBS3H, - IIPO-
rpaMMam, ToMaM, Katajoram, ¢aiiam, 3amucsM, MoJIsIM 3arucei.

[Toncucrema ympaBiIeHHsT JOCTYIIOM MOXKET OBITh peaji30BaHA C MOMOIIBIO MITATHBIX CPEACTB
obpabotku [1/H (onmepaunonHbix cucteM, npunoxennit 1 CYB]]). Tak jxe MoxkeT ObITh BHEIPEHO
CTeHANTBHOE TEXHUIECKOE CPEJICTBO MIIH WX KOMIUIEKC, OCYIIECTBIISIONINE JOTTOTHUTEIbHBIE MEPHI
1o ayreHTu(duKanuu 1 KoHTpoto. HanpumMep, mpruMeHeHne eIUHBIX XPAaHWIUI] YIeTHBIX 3amuceit
MOJIb30BaTeNel M  PETUCTPAallMOHHOW HHGOpMalMH, HWCHOJb30BaHHE OHMOMETPHUYECKUX U
TEXHUYECKUX (C TIOMOIIBIO 3IEKTPOHHBIX MPOITYCKOB) MEp ayTEHTU(PHUKAILMH U APYTHX.

4.2. HOZ[CI/ICTeMa o0ecneyeHus HEJOCTHOCTH U JOCTYITHOCTH

[loncucrema oOecriedeHus] LEIOCTHOCTH M JIOCTYIHOCTH MNpeAHa3HauyeHa Il 00ecredeHUs
1enocTHocTy u goctynHocty 111, mporpaMMusbIix u annapatsbix cpencts MCIIH Yupexaenus, a
TaK K€ CPECTB 3alUTHI, PU CIyYalHOH MM HAMEPEHHON MOAU(PUKAIINH.

Iloncucrema  peanmsyercss € NOMOLIBKO — OPraHU3AalMM  PE3EPBHOTO  KOIHMPOBAHHMS
00pabaTbIBaeMbIX JaHHBIX, & TAK K€ PE3EPBUPOBAHUEM KITIOUEBBIX neMeHToB MCIT/H.

4.3.TloacucreMa aHTUBHPYCHOM 3aLIUTHI

[Toacucrema aHTUBUPYCHOM 3aIMTHI MPeIHA3HAUCHA JJIs1 00eCTeYeHUsI aHTUBUPYCHOM 3aIUTHI
cepepoB 1 APM nonb3oBareneid UCIIx Yupexnenus.

CpenctBa aHTUBUPYCHOM 3aIlIMTHI TPEIHA3HAYEHBI IS PeaTu3alliy CIeTYOINUX (YHKITHA:
- PE3UJICHTHBIN aHTUBUPYCHBIH MOHUTOPUHT;
- aHTUBUPYCHOE CKaHUPOBAHHUE;

- CKpHMNT-0JIOKHPOBAHUE;
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- [EHTPAJN30BAHHYIO/yJAIEHHYI0 YCTaHOBKY/IEHHCTAIUISAINIO aHTUBUPYCHOTO TIPOAYKTa, HACTPOH-
KY, aIMUHUCTPUPOBAHHE, IPOCMOTP OTYETOB U CTATUCTHIECKOW MHPOPMAIIHH TTO0 paboTe MPOAYKTA;

- aBTOMAaTU3UPOBAHHOC 0OHOBJICHUE AHTUBHUPYCHBIX 633;

- OrpaHUYEHHUE MPAB MMOJIH30BATENS Ha OCTAHOBKY MCIIONHAEMBIX 33]]a4 U U3MEHEHUS - HACTPOEK aH-
TUBUPYCHOTO POTPAMMHOT0 00eCTIeYCHUS;

- aBTOMaTHYECKHI 3aITyCK Cpa3y MOCIe 3arpy3Ku OMEePaIlHOHHON CUCTEMBI.

[Moacucrema pean3yercsi MyTeM BHEIPEHUS CIEHHUATBHOIO AHTHUBUPYCHOIO MPOrPAMMHOTO
obecneueHus Ha Bce daeMeHTsl MCIT/IH.

4.4 TloacucreMa MeKCEeTEBOIr0 IKPAHUPOBAHUSA

[TomcucTemMa MEXKCETEBOTO DKPAHMPOBAHUS TNpETHA3HAYCHA JUISI pPeaH3aIlid  CISAYIONUX
GbyHKIU:

- pubpTpanmu OTKpHITOrO W 3amm@poBaHHOTO (3aKpbIToro) IP-Tpaduka mo cuemyromuM mapaMeT-
pam;

- (uKcanMy BO BHYTPEHHHX >KypHaJlaX MH(OpMAIMU O MPOXOASAIIEM OTKPHITOM W 3aKpbiToM [P -
Tpaduke;

- WACHTU(QUKAINY 1 ayTEHTU(UKAIMIO aJ]MHHUCTPATOPA MEKCETEBOTO KpaHa MpH €ro - JIOKATBHBIX
3aIpocax Ha JOCTYII;

- pEeTUCTpaIK BXOJa (BBIX0/1a) aIMUHUCTPATOPA MEKCETEBOTO IKpaHa B CUCTEMY (U3 CUCTEMBI) JTH-
00 3arpy3Ky U MHUIIUAIA3ALMN CUCTEMBI U €€ TPOrPaMMHOI0 OCTaHOBA;

- KOHTPOJISA [IEIOCTHOCTH CBOEH MPOrpaMMHON 1 MHPOPMAIIOHHOI YacTy;

- uapTPaLMU MAKETOB CIYKEOHBIX MPOTOKOJIOB, CIIy>KAIUX JJIsl AUATHOCTUKY U yIpaBiieHus pabo-
TOH CETEBBIX YCTPOICTB;

- (I)I/IJ'IBTpaLII/II/I C YYCTOM BXOJHOTO M BBIXOAHOI'O CCTCBOTO HHTep(beﬁca KaK CpCACTBO IPOBCPKU
MNOMJIMHHOCTH CETCBBIX aAPCCOB;

- pPETUCTpalMy U YUCTa 3alpalliInBACMbIX CCPBHUCOB MMPUKITIATHOTO YPOBH;

- OJIOKMPOBAHMS JIOCTYIa HEUJICHTH(QUIMPOBAHHOTO 00BEKTA WM CYOBEKTa, MOUTMHHOCTh KOTOPO-
r'0 P ayTeHTU(HUKALMH HE MOATBEPANIACE, METOAAMH, yCTOWYHMBBIMU K IIEPEXBATY;

- KOHTPOJIA 33 CETeBOW aKTUBHOCTHIO MPHUIIOKEHUH U OOHAPYKEHUS CETEBBIX aTakK.

[logcucrema peanusyercs BHEIPEHUEM NPOrPaMMHO-ANMAPATHBIX KOMILIEKCOB MEXKCETEBOTO
skpanupoBanus Ha rpanuile JICB, kmaccoMm He HUXeE 4.

4.5.TToacucreMa aHAIN3A 3ALIUIIEHHOCTH

[Togcucrema aHanmmW3a 3alIMIEHHOCTH, JIOJDKHA OOECTIeUMBATh BBISBICHUS YSI3BUMOCTEH,
cBs3aHHBIX ¢ ommOKkamu B KoH(urypauuu 1O MCIIH, koTOphle MOTYT OBITH HCHOJIH30BaHbI
HapyLNTEIEM I pEealn3aluy aTaku Ha CUCTEMY.

cI)yHKI_II/IOHa.JI noACHUCTEMBI MOXKCET OBITh pcajin30BaH IMPOrpaMMHbBIMA HW HOPOTrpaMMHO-
armapaTHbIMU CPEACTBAMMU.
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4.6.TloacucreMa o6HAPY KeHUS BTOPKEHUM

[Toxcucrema OoOHApPYKEHUSI BTOP)KEHUH, TOJDKHA OOECIICYMBAThH BBISBICHHUE CETEBBIX aTak Ha
anemeHTbl MICIIJIH, MOAKIIOYEHHBIE K CETSIM OOIIEro IOJh30BaHUSA M (WIIM) MEXIYHAPOIHOI'O
oOMeHa.

qDYHKI_II/IOHaJI HOACHUCTEMBI MOXKCET OBITh pcajin30BaH IMPOrpaMMHBIMA HW HOPOrpaMMHO-
alrrapaTHbIMU CPCACTBAMMU.

4.7.TloncucreMa KpunTorpadgpuueckoi 3ammuTbl

[Moxcucrema kpunrTorpaduueckoi 3amuThl npeAHa3sHadeHa st uckimoueHus HCJ[ k
samumaeMoit wHbopmanuu B UCII[H Yupexnenus, mpu ee nepenayd Mo KaHajlaM CBS3U CETeH
00IIero MoTb30BaHUS U (WIIH) MEXKTyHAPOIHOTO OOMEHA.

[loncucrema peanusyercss BHEJIPEHMEM KpUNTOrpaUuecKux MpOrpaMMHO-aIIapaTHBIX
KOMILJIEKCOB.

5. IHoas3oBateaun UCITIn

B UCITn YupexxaeHus: MOKHO BBIIEIUTDH CIEAYIONIME IPYIIbI [T0JIb30BATENEH, YIacTBYIOLINX
B 00paboTke u xpanenuu [1/]H:

- Anmunuctparopa UCIn;

- Anmunucrtparopa 6e3onacHoctu UCIIH;

- Onepatopa APM;

- AAMUHHCTpATOpa CeTH;

- TexHMUYECKOTO CIIeHaINCTa [0 00CITyKUBaHUIO TieprdepritHoro 060pyI0BaHus;
- [IporpammucTt-pazpadoruux UCII1H.

I[aHHLIC O Irpynmax ImoJib30BaTeCiIfAX, YPOBHC UX NOCTYIIAa U I/IH(I)OpMI/IPOBaHHOCTI/I JOJIKCH OBITh
OTpa’XCH B Ilonoxenun o PpasrpaHUYuCHUM IIpaB JOCTYyIla K IICPCOHATIbHBIM JaHHBIM.

5.1. Aamunuctparop UCII1n

Anmunuctpatop UCIIIH, coTpyaHuK YupexaeHus, OTBETCTBEHHBIN 32 HACTPOWKY, BHEJIPEHHE
u conpoBoxaenue HMCIIJIH, oOGecrneunBaeT (YHKIMOHUPOBAHUE TOACUCTEMbI YIpPABICHUS
noctynoM HCII[IH ¥ ymoiaHOMOYEH OCYLIECTBIISITh IPENOCTABICHUE U pa3rpaHUYECHHE JIOCTyIa
KOHE4HOro noss3oBarens (Oneparopa APM) k arieMeHTaM, XpaHsIUM IEPCOHAJIbHBIE JTaHHBIE.

Anmvunuctparop UCIIIH o6nagaer cneayrommM YpOBHEM AOCTYIA U 3HAHHMN:

- obnamaer monHON mHMOpManUel O CHCTEMHOM M MPUKJIaTIHOM IporpaMMHOM obecneyennn MC-
IT/Tw;

- o0magaet nmonHoM HH(popManKei o TeXHHYecKuX cpeacTBax 1 koHpurypauun UCITH;
AMeeT JOCTYI KO BCEM TEXHUICCKUM CpelcTBaM 00paboTku uHpopManuu 1 ganaeiM UCIT/TH;

- oOmamaeT mpaBaMHu KOH(WUTYPHPOBAHHUSA M aJIMUHUCTPATUBHONW HACTPOWKH TEXHUYECKHX CPENICTB
NCIId#n.
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5.2. Anmunnctpatop 6e3onacHoctu UCIIIn

Anmunuctpatop ©6ezonmacnoctu VCIH, coTpyaHHMK YupexaeHus, OTBETCTBEHHBIH 3a
¢byaxkunonupoBanue C3II/[H, Bxkitouas oOCHy)XKMBaHWE M HACTPOHKY aJIMHHUCTPATHBHOM,
CEpPBEPHOM U KIMEHTCKON KOMIIOHEHT.

Anmunauctpatop 6e3onacHoctu UCIIJIH o0nanaeT crieayromuM ypoBHEM TOCTYTIA H 3HAHHIA:
- obnamaer npaBamu AnmuauctpaTopa UCI/IH;
- obnamaer noxHOM HH(pOopMarueit 06 UCIT/Ix;

- UMEeT JIOCTYI K CPEJCTBaM 3alUThl WHPOPMAIUK U MPOTOKOIUPOBAHUS M K YACTU KIIFOYEBBIX
snementoB UCII/IH;

- HC UMEET MpaB JOCTyIa K KOH(QUIYPUPOBAHUIO TEXHUYECKUX CPEJCTB CETH 3a UCKIIOUYCHHUEM KOH-
TPOJBHBIX (MHCTIEKIIHOHHBIX).

Anmunuctpatop 6e3onacHoctu UCII/IH yronHoMoueH:

- peaJM30BbIBAaThH MOJUTHUKY Oe3omacHOCTH B yactu HacTpoiiku CK3U, MexceTeBbIX 9KpaHOB U CHU-
cTeM OOHapyXEHHUS aTak, B COOTBETCTBUH C KOTOPBIMH moib3oBaresb (Onepatop APM) nmomydaer
BO3MOXHOCTb padoTath ¢ anementamu MCIIAH;

- OCYHIECTBJIATD ayAUT CPEACTB 3allIUTHI;

- YCTaHABJIMBATh JOBEPUTEIHHBIC OTHOIICHUS CBOCH 3aIIUINIEHHOM CEeTH C ceTssMu apyrux Opranu-
3aIUH.

5.3.Oneparop APM

Omneparop APM, cotpyanuk YupexaeHwus, ocyuiecTBistomuii oopadorky I1/[n. O6paboTka
[I1n BxmrO4yaer: Bo3MOXHOCTh mnpocMmoTpa [I/IH, pyunoit BBoa II/Iln B cucremy WCII/H,
(dbopMHpOBaHKE CIIPABOK U OTYETOB 1O MHpopManuu, nonydyeHHoit u3 UCIIIn. OnepaTtop He umeeT
MIOJIHOMOYUH JIJIs1 yIpaBJieHus oacuctemMamu oopadotku nanHbix U C3I1/1H.

Omneparop UCII/In o0nanaer cieayonmm ypoBHEM JOCTYIA U 3HAHUI:

- o0namaeT BceMH HEOOXOIUMBIMU aTpuOyTaMu (HarlpuMep, maposieM), 00eCIeUnBAIOIIMMHA JOCTYI
K HEKOTOpPOMY NoAMHOkecTBY I11/1H;

- pacmoJaract KOH(i)I/IJJ;eHI_[I/IaHI)HLIMI/I JaHHBIMH, K KOTOPBIM UMECT JOCTYII.
5.4. ATMUHHMCTPATOP CEeTH

AJIMUHUCTPATOp CETH, COTPYAHUK YUpEeKISHHUS, OTBETCTBEHHBIM 3a (DYHKIIMOHUpPOBAHUE
TeJleKoOMMYHUKaMOHHOW ntoacucteMmbl UCIIIH. AAMUHHCTpATOp CETH HE UMEET MOJTHOMOYUHN IS
yIIpaBJICHUS MOACUCTEMaMU 00paOOTKHU JaHHBIX U O€30MaCHOCTH.

A,Z[MI/IHI/ICTpaTop CETHU O6J'Ia,[[aCT CJICAYIOIIUM YPOBHEM NOCTYIIA U 3HAHUI:

- oOyagaer 4acTthlo MHGOPMAIIMK O CHCTEMHOM W IMPHKIAJHOM IporpaMMHOM obecrieueHnn MC-
ITTw;

- o0yTazaeT 9acThio HHPOPMAITUH O TEXHUIECKUX cpencTBax u koHpuryparuu UCIIH;

nMeeT (GU3HUSCKHHA JOCTYN K TEXHUYECKAM CpEACTBaAM 0O0paOOTKH MH(pOpMAIMK U CpeiCcTBaM 3a-
IHTBL;

- 3HACT, 110 MEHBIIIEH MEPE, OJHO JICTAJIBHOC UMA OIO0CTYyIIA.

15



5.5. Texuuueckuii cenuaJIuCT MO 00CTYKUBAHUIO MepudepUuiiHOTo 000PyT0BaAHUS

TexHuYeckuil CrmenuamucT Mo OOCIY)KHBAHHIO, COTPYAHHK YUPESKICHHS, OCYIIECTBIISCT
oOcimy>)kxuBaHuEe W HacTpoiky nepudepuitnoro odbopynoBanus MCIIJIH. Texaudyeckuii crieluauct
no ooOcihyxuBaHWIO He wumeer jgoctyna kK I[I/lH, He uMeeT NOJHOMOYMI sl yNpaBlICHUS
nojicucTeMamMu 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

TexHUYeCKu CIeNHaNCT O OOCTY)KUBAaHHUIO 00JaJaeT CICIYIONIUM YPOBHEM JOCTyma M
3HAHUWI:

- obnamaer JacThi0 MH(MOPMAIMM O CUCTEMHOM W MPUKIATHOM NporpaMMHOM oOecrneueHnn HC-
IT]1H;

- 06naaeT 9acThi0 MHPOPMANINK O TEXHUIECKHUX cpeacTBax u KoHpuryparuu MCI/IH;
3HAET, TI0 MEHBIIICH Mepe, OJJHO JIETATbHOE UMS JOCTYIIA.

5.6. Iporpammuct-paspadorunk UCI1/In

[IporpammucTbI-pa3paboTUNKK (ITOCTABILMKK) HPUKIAIHOTO MPOrpaMMHOr0O obecredyeHus, odecnedn-
BAIOIINE €0 CONMPOBOXKACHUE HA 3aIIuIIaeMoM oobekTe. K TaHHOM rpyme MOTyT OTHOCUTBCS KaK COTPY-
HUKH YUPEeKICHUS, TaK U COTPYAHUKH CTOPOHHHUX OPraHU3aLIH.

DU3HYECKOE JTHIIO ATOW KATErOPHH:
- 00naaet uHGOpMalue 00 anropuTMax M nporpammax oopadotku undopmanuu Ha UCI/1H;

- o0yagaeT BO3MOXKHOCTSIMH BHECEHHUS OIIMOOK, HEJEKJIAPUPOBAHHBIX BO3MOXHOCTEH, MpOrpamMm-
HBIX 3aKJIJIOK, BPEIOHOCHBIX Mporpamm B nporpamMmuoe obecneuenne MCII/IH Ha craauu ee pas-
paboTKu, BHEAPEHUS U COITPOBOKICHIIS;

- MOXKET pacmoJiarath Jro0bIMU (pparmentamu uHGopMaiuu o tornonorud UCI/IH u TeXHu4ecKux
cpenacTBax oopadotku u 3amutel [1/1H, oOpabdaTeiBaembix B MCIT/IH.

6. TpeOoBaHusi k nepcoHay no odecrnevyennio 3amutol I1/{n

Bce corpynnuku Yupexaenus, spisttoriuecs nosnb3zoBarensimu UCIIH, 10mKHBI 4€TKO 3HATH U
CTPOTO BBIMONHITH YCTAaHOBIICHHBbIC MpaBWJa W OOS3aHHOCTH MO JOCTYNMY K 3allUIIaeMbIM
00BEKTaM M COOTIOICHUIO MPUHATOTO pexkuma Oe3omacHoctu [1/]H.

[Ipu BecTymieHMH B JOJDKHOCTH HOBOTO COTPYJHHMKAa HEMOCPEACTBEHHBIM HaYaJlbHUK
MoJpa3JelieHns, B KOTOPOE€ OH TMOCTYyMaeT, oO0sf3aH OpraHu30BaTh €ro O3HAKOMJIEHHE C
JOJKHOCTHOM MHCTPYKLKEH U HEOOXOAUMBIMU JOKYMEHTaMH, PErjJaMeHTHPYIOIIUMU TpeOOBaHUS
mo 3ammte [IJ[H, a Takke oOydeHHE HaBBIKAM BBHITIOTHEHHS MPOLEAYP, HEOOXOAMMBIX ISt
CaHKIMOHUPOBAHHOTO Hcnoib3oBanus UCII/H.

CoTpyIHUK JOMKEH OBITh O3HAKOMJIEH CO CBEACHHSIMH HacTosied [loMMTHKH, TPHHSATHIX
nporeayp padotsl ¢ anementamu UCITIx n C3I1/H.

CoTpynHUKHN YupexaeHus, UCTIOIb3YIOIINE TEXHUYECKUE CPEICTBA ayTeHTU(UKALIMU, TOJKHBI
o0ecreynBaTh COXPAaHHOCTh UIACHTU(UKATOPOB (IJIEKTPOHHBIX Kimtouei) u He nomyckarb HCJI x
HUM, a TaK K€ BO3MOXXHOCTb UX YTEpU WJIM HUCIOJb30BaHUS TpeTbUMHU juiamu. llonp3zoBaTenu
HECYT NePCOHANIbHYIO0 OTBETCTBEHHOCTD 32 COXPAHHOCTh UACHTU()PUKATOPOB.

CotpynHukH YUpexIeHHsI TOJDKHBI CJIEOBATh YCTAHOBJICHHBIM MPOIEIypaM IOAICPKAHUS
pexxuma Oe3onacHoctu I1/[H mpu BbIOOpe M MCHONB30BaHUM Hapoiieil (€CIM HE HCHOIb3YIOTCS
TEXHUYECKHUE CPEACTBA ayTCHTU(UKALIHH ).
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CorpynHuky YUpexJeHHs ODKHBI OOecreyrBaTh HaAJSKAIIYI0 3alluTy O00O0pYAOBaHUS,
OCTaBJIIEMOro 0e3 MPHUCMOTPa, OCOOCHHO B TEX Cy4asx, KOrja B IOMEIIEHHE HUMEIOT IOCTYII
MOCTOPOHHHUE JuIla. Bce mosb3oBaTean MO/DKHBI 3HATh TpeOoBaHus 1o OesomacHoctu [1IH u
MIPOIEIYPHI 3AIUTHI 000PYI0BAHMUS, OCTABJIEHHOr0 0€3 IMPUCMOTPA, a TAK)KE CBOM 00A3aHHOCTH 10
00ecIIeYeHUIO TAKOH 3aIlHThI.

CoTpynHUKaM 3amlpelacTcsi YCTaHABIMBATh IIOCTOPOHHEE MPOrpaMMHOE oOecIieueHHe,
MOJIKJTI0YATh JTHYHBIC MOOUJIBHBIE YCTPOMCTBA U HOCUTEIH UH(OpPMAIINH, a TaK Ke 3alMuChIBaTh Ha
HUX 3alIUIIaeMYI0 HH()OPMAIIHIO.

CoTpynHUKaM 3alpeliaeTcs pasriialiaTh 3alfilacMyr0 HH(GOPMAIUIO, KOTOpas crajia UM
M3BECTHA MpH paboTe ¢ MHHOPMAIIMOHHBIMH CUCTEMaMH Y UpeXkICHUS, TPETHUM JIUIaM.

[Tpu padote ¢ [1[1n B UCII[AH coTpynHuku YupexaeHusi o0s3aHbl 00ECIEUYUTh OTCYTCTBUE
BO3MOKHOCTH npocmotpa [1/[H TpeTbumu auuamu ¢ MoHUTOPOB APM MM TepMUHAIIOB.

[Tpu 3aBepuienuun padotel ¢ UCII/IH cotpyanuku o0s3anbl 3amiuTuTh APM uimu TepMuHabI ¢
MIOMOIIbIO OJIOKUPOBKU KJITFOYOM WJIM SKBHUBAJIECHTHOTO CPEACTBA KOHTPOJIA, HAPUMEDP, TOCTYIIOM
IO MAPOJII0, €CIIN HE UCIONB3YIOTCS 00Jiee CHIIbHBIE CPEICTBA 3AIIUTHL.

CoTpynHUKM YupexaeHus IOJKHBl ObITh NPOMH(MOPMHUPOBAHBI 00 Yrpo3ax HapylIeHHS
pexuma Oe3zonacHoctd IIJ[H u oTBeTrcTBEHHOCTHM 3a ero HapyuieHue. OHM JTOJKHBI OBITH
O3HAKOMJIEHBl C YTBEP)KIEHHOH (opMallbHOW MpOoLEAYpOl HallOKeHUs AMCLUUIUIMHAPHBIX
B3BICKAHUM Ha COTPYIHUKOB, KOTOpble Hapyuin llomutuky mHpOpManmoHHONH 0€30MacHOCTH U
npouenaypst 6esomacuoctu [1/1H.

Cotpynuuku 00si3aHbl  0€3 MpomemieHus coolmark o000 BceX HAOMIOAAeMBIX WU
MOJIO3pUTENBHBIX ciaydasx paborsl MCIIJIH, Moryumx mosieus 3a co00il yrpo3sl 0€30macHOCTH
[111, a Takke O BBIIBJICHHBIX MU COOBITHSX, 3aTparuBaromux OezonacHocTh [1/IH, pykoBOACTBY
MOJIpa3/IeIeHusl U JIMIy, OTBEYAIOIIEMY 32 HEMEAJICHHOE pearnpoBaHHe Ha yrpo3bl 0€30MacHOCTH
[/H.

7. JloJuKHOCTHBIE 00si3aHHOCTH moJib3oBaTtesieit UCITIn
JlomxHOoCcTHBIE 00s13aHHOCTH nosb3oBareneii MCII/IH onucaHbl B ClIeyrOMNX JOKYMEHTAX:
- Unctpyxkuus anmuauctparopa UCI/x;
- Unctpykuus agmunuctparopa 6ezonacaoctu MCIT/IH;
- UHcTpykus nons3osarens MCII/IH.
OtBercTBeHHOCTH coTpyaHuKOB UCII/H Yupexaenus.

B cootBercTBuM co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepanyu ot 27 urons 2006 r.
No 152-®3 «O mepcoHanbHBIX JaHHBIX» JIMIa, BUHOBHBIC B HApYIICHUU TPeOOBaHUN TAaHHOTO
®enepanbHOTrO 3aKOHA, HECYT TPaXKIaHCKYIO0, YTOJIOBHYIO, aIMUHUCTPATUBHYIO, TUCIMUILUIMHAPHYIO
Y UHYIO TPEAYCMOTPEHHYIO 3aKOHOIaTeNbcTBOM Poccuiickoii denepanvii OTBETCTBEHHOCTb.

JleiicTBytomiee 3aKOHOAATENHCTBO PD Mmo3BoONIIET MPEAbSIBIATh TPEOOBAHUS MO O0ECIICYEHUIO
6e3omacHOil paboThl ¢ 3amuiiaeMoil mHpopMmanued M HpeaycMaTpUBaeT OTBETCTBEHHOCTH 3a
HapylIeHWe YCTAaHOBJIEHHBIX INpaBWI dKcIuryatauuu OBM u cucrtem, HEMpaBOMEPHBIN JOCTYI K
uH(pOpMALIUY, €CITU OTU JIEHCTBUS TPUBETH K YHHUYTOXKEHHUIO, OIOKHUPOBAHUIO, MOIU(PUKAIIUU
nHpopManuu uiau HapymieHuto padotsl OBM i cereit (ctateu 272,273 u 274 YK PO).
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Anmunuctparop UCIIIa u anmunuctparop 6e3onacnoctu MCIIJIH HeCyT OTBETCTBEHHOCTD 32
BCE JICUCTBUS, COBEpIICHHbIE OT UMEHHM MX YYETHBIX 3allMCEel MM CUCTEMHBIX YUYETHBIX 3aIHCEH,
€CIT He J0Ka3aH (aKT HECAaHKIIMOHUPOBAHHOTO HCITOJIb30BAaHHS YUETHBIX 3aITUCEH.

[Ipu HapymeHusx coTpyiHUKamMu YupexaeHus — nonb3onareneit UCII/n npaBui, cBA3aHHBIX
c OesomacHocThto [IJI[H, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO JEHCTBYIOLIUM
3aKoHoarenscTBoM Pocculickon denepanuu.

[IpuBeneHHbIe BhIIIE TPEOOBAHMS HOPMATHBHBIX JOKYMEHTOB I10 3aIIUTE HH()OPMAIIUH JOTKHBEI
ObITh OTpakeHbl B Ilon0XKEHUAX O MoApasfeNeHusX YUpexJIeHHs], OCYLHIECTBISAIOMNUX 00paboTKy
[111 8 UCIT/IH 1 AOMKHOCTHBIX MHCTPYKLUSAX COTPYJHUKOB B Y UpPEXKICHUU.

HeoOxonumo BHectu B [lonokeHuss o mojapasfelieHUusX YUpeKICHHs, OCYIIECTBISIONIUX
obpabotky I1/1n B MUCII[IH cBeneHust 00 OTBETCTBEHHOCTH MX PYKOBOAMTENIEH M COTPYIHUKOB 32
pasriianieHre ¥ HECAaHKIMOHUPOBAHHYIO MoauduKanuio (uckaxkenue, danbcuduxanuio) [1/1n, a
TaKXKe 32 HEMPaBOMEPHOE BMEIIATEIHCTBO B MPOLIECCH MX aBTOMATH3HPOBAHHOM 00paOOTKH.
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8. Cnucok MCIO0JIb30BAHHBIX HCTOYHHKOB

OcHOBHBIMU HOPMAaTUBHO-IIPABOBBIMU W MCTOAWYCCKHMMH JOKYMCHTAMHU, Ha KOTOPBIX
633preTC5{ HaCTOAICE IlonosxeHue SIBAAIOTCA:

1 ®enepanpubiii 3akoH oT 27.07.2006 1. No 152-D3 «O nepcoHaNbHBIX JTaHHBIX» (anee — O3
«O mepcoHaNBHBIX JAHHBIX»), YCTAHABIMBAIOMIMNA OCHOBHBIC NPUHIMIIBI M YCIOBUS 0OpabOTKH
IT/1H, npaBa, 00s13aHHOCTH M OTBETCTBEHHOCTb Y4aCTHHUKOB OTHOILLIEHHH, CBA3AHHBIX ¢ 00paboTKON
[H.

2 IlocranoBnenue [IpaButenbctBa Poccuiickoit denepanuu ot 1HOA6ps 2012 1. Ne 1119 «O6
YTBEP)KJICHUH TPEeOOBaHUH K 3alIMTE MMEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MHPOPMAIIMOH-
HBIX CUCTEMaXx MEePCOHAIBHBIX TaHHBIX).

3 «llonoxxenue 00 0COOCHHOCTSAX OOPAOOTKH TMEPCOHAIBHBIX JAaHHBIX, OCYIIECTBISIEMON 0Oe€3
HCIIOJIB30BAaHUs CPEICTB aBTOMAaTU3alMn», yrBepkaeHHoe [loctanoBnennem [IpasurenscrBa PO ot
15.09.2008 r. Ne 687.

4 «TpeboBaHUs K MaTepualbHbIM HOCUTEISIM OMOMETPUYECKUX MEPCOHAIBHBIX JTAHHBIX U TEX-
HOJIOTHSIM XpaHEHUS TaKUX JAHHBIX BHE HMH(OPMAIIMOHHBIX CHCTEM NEPCOHAIBHBIX JAHHBIX,
yrBepxkaeHHble [locranoBnenneM [pasurensctBa PO ot 06.07.2008 r. Ne 512.

5 HopmatuBHO-MeTOoIMUecKne JOKYyMEeHThl DenepainbHON CaykObl MO TEXHHYECKOMY U 3KC-
neptHoMy KoHTpoito Poccuiickoit @enepanun (manee - @®CTIOK Poccun) mo obecnieuennto 6e3-
onacHocTH [1/11 mpu ux o6padorke B UCIT/H:

6 Pexomennmanuu o odbecneueHnio 6e30MacHOCTH NePCOHANBHBIX JaHHBIX MPH UX 00paboTKe B
MH(GOPMAIIMOHHBIX CHCTEMax IEepPCOHAIBHBIX JaHHbIX, yTB. 3aMm. aupekropa PCTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEPONPHUATUS TO OPraHU3alUM M TEXHUYECKOMY OOecneueHur0 0e30MacHOCTH
MIEPCOHANBHBIX JaHHBIX, 00pabaThIBa€MbIX B MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHAIbHBIX JaHHBIX,
yTB. 3aM. ntupekropa @CTIOK Poccun 15.02.08 r. (JICII)

8 bazoBast MoJienb yrpo3 0€30macHOCTH MEPCOHATBHBIX JAaHHBIX MPH WX 00paboTke B HHPOpMa-
LIMOHHBIX CUCTEMAX MEPCOHANBHBIX JaHHBIX, YTB. 3aM. nupekropa PCTIOK Poccun 15.02.08 r.

9 MeToamka OmpeieseHNsT aKTyalIbHBIX Yrpo3 0€30MacHOCTH TEePCOHAIBHBIX JTAHHBIX MpPU HX
00paboTke B MHPOPMALIMOHHBIX CHUCTEMax MEepPCOHANbHBIX JaHHBIX, YTB. 3aM. nupekropa PCTIOK
Poccun 15.02.08 1.
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[Tpunoxenue 1 x [lonutuke

ILlnan - NEepPEeICHb TEXHUYECCKUX Mep0HpI/IﬂTI/Iﬁ o odecrmeyeHuH 0e30MacCHOCTH

Ne K3 K2 K1
UCIIA
| B noacucreme ynpasJiieHus1 10CTYIIOM:
PeanmuzoBath uaeHTH(HUKAIINIO ¥ TPOBEPKY MOVIMHHOCTH CYOBEKTOB AOCTYIIA TIPU
1 BX0Jie B onepanroHHyo cucreMy MCII/IH o maposo ycIoBHO-IIOCTOSSHHOTO I€H- + + +
CTBUS, IJIMHOW HE MEHEE IeCTH OYKBEHHO-UU(POBBIX CHMBOJIOB;
PeanuzoBaTh uieHTU(UKALNMIO TEPMUHATIOB, TEXHUUECKUX cpeAcTB 00pabdoTku I1/1H,
2 y3n0B UCIIJIH, KOMIIBIOTEPOB, KaHAIOB CBsA3H, BHEIIHUX ycTpoiicTs MCII/IH o ux - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);
3 Peanu3oBaTh MIeHTU(UKALUIO POTPAMM, TOMOB, KaTaioros, (haiioB, 3ammucei, mo- i + +
JIei 3amucei o UMeHaMm;
4 Peanu3oBaTh KOHTPOJIb AOCTYNA CYyOBEKTOB K 3aIIMIIAEMBIM PECYpcaM B COOTBET- + +
CTBHH C MaTpULEH JOCTyNa;
npu Haymunu noakrodeHust UCIIIH k ceTsim 00111ero moip30BaHusl TOJDKHO TTPUMe- He mmxe 5-ro He anxe 4-ro He nmxe 3-ro
5 HATBHCS MEXKCETEBOE SKPAHUPOBAHNUE. YPOBHSI 3a1IIH- YPOBHSI 311~ YPOBHS 3aIllu-
NIEHHOCTHU IIEHHOCTHU IIEHHOCTHU
Jnst obecriedenus 6e3omacHoro MmexcereBoro B3anmoaercTeus B UCIT/In ms pasueix | He Hioke 5S-ro | He ke 4-ro | He Himmke 3-ro
6 KJIACCOB HEOOXOMMO HCIONb30BaTh MO YPOBHs YpOBHs YpOBHs
3alUIIEHHOCTH | 3aIMIIEHHOCTH | 3aIMIIEHHOCTH

CpencTso 3a1MThHI OT POrPaMHoO - MaTeMaTudeckux Bo3aeicreuii (IIMB):
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PeanuzoBarh uieHTUGUKALIUIO U ayTEHTU(PUKALNIO CyOBEKTOB IOCTYIa IPU BXOJIE B
CPEJCTBO 3allUThl OT MPOrpaMMHO MaTemMaTHueckux Boszaeiicteuii (IIMB) u nepen
BBIMIOJTHEHHEM MMU JTIOOBIX OTepaluii Mo yrnpaBieHUIO (GYHKIUSIMH CPEACTBA 3aIUTHI
ot [IMB 1o mapoto (Wi ¢ UCTIOTB30BAaHUEM HHOTO MEXaHU3Ma ayTCHTU(DHUKAITIN)
YCIIOBHO-TIOCTOSIHHOTO JIEHCTBUS JJIMHOM HE MEHee MECTH OYKBEHHO-IIU(PPOBBIX CUM-
BOJIOB;

OcCyIecTBISATh KOHTPOJIb JIFOOBIX ACHCTBHI CyOBEKTOB JIOCTYIIA TIO YIIPABICHHUIO
GyHKIMAMEU cpencTBa 3amuThl oT [IMB TonbKO Mocie MPOBEICHHS €ro YCICITHON
ayTeHTU(hUKAIIWH;

[TpenycMoTpeTh MexaHU3MBbl OJIOKMPOBAaHMS IOCTyNa K cpeAcTBam 3amuthl oT [IMB
IIPY BBINIOJIHEHUH YCTAaHABJIMBAEMOTI'0 YHCIIa HEYAAUHBIX IIONBITOK BBOJIA MAPOJIS;

Heo6xonumMo mpoBouTh HASHTU(UKALMIO (PAiiIoB, KaTaJIOroB, IPOrPAMMHBIX MOAY-
JIe¥, BHEIIHUX YCTPOMCTB, HCIIOIb3YEMBIX CPEACTB 3amuThl oT [IMB;

B moacucreme perucrpanum 1 ydera:

OcymiecTBIATh PErucTpalnio BXoa (BbIXo1a) CyObeKTa JOCTyla B CUCTEMY (U3 CH-
CTEMBI), TUOO PETUCTPALIMIO 3arpy3KU M MHULUAIU3AUU ONEPALIMOHHON CUCTEMBI 1
€€ MPOrpaMMHOI0 OCTaHOBA. Perncrpanus BbIXoJa U3 CUCTEMBbI MJIM OCTAHOBA HE IIPO-
BOJUTCSI B MOMEHTHI anmaparypHoro otkitouenus UCIT/In. B mapamerpax peructpa-
IIMM YKa3bIBAIOTCS J1aTa U BpeMs BXoJa (BbIX0J1a) CyObEeKTa JOCTyNa B CUCTEMY (U3
CUCTEMBI) UJIU 3arpy3KH (OCTaHOBA) CUCTEMBI;

[TpoBoAMTH yueT Bcex 3alllMIIaeMblX HOCUTeNEeH NHPOPMAIIUU C TOMOIIBIO UX JIF000H
MapKHUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B )KypHaJ (YUETHYIO KapTOUKY);
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[TpoBOAUTH perucTpanmio BXoAa/BbIX01a CyObEKTOB JOCTYIA B CPEACTBO 3alIUTHI OT
[IMB, perucrpanuto 3arpy3ku 1 FHUIMAJIA3ALUHU 3TOr0 CPEACTBA U €€ IIPOrPAMMHOI0
ocTaHoBa. B mapameTpax perucrpanuu yka3plBaeTcs BpeMs U JlaTa BXOJa/BbIX0/1a
CyOBeKTa IOCTYIa B CPEICTBO 3amuThl OT [IMB min 3arpy3ku/ocTaHOBa 3TOTO CpeJi-
CTBA, a TaKXKe UIeHTU(UKATOP CYyOBEKTa JOCTYIa, MHUIIMHPOBABIIETO TAHHBIE Jeii-
CTBUS;

[IpoBomuTh perucTparuio coobITHii IpoBepku U ooHapyxenus [IMB. B mapamerpax
pEerucTpalmy yKa3blBalOTCS BpeMs M JjaTa NpoBepkH win oOHapyxenus [IMB, unen-
TUPUKATOP CyOBEKTa JOCTYIA, MHUIIMHPOBABIIETO JAHHBIE EHCTBUS, XapaKTep BbI-
HOJHAEMBbIX ASUCTBUI 1O MPOBEPKE, THI OOHAPYKEHHON BPEJOHOCHOM MPOrpaMMbl
(BII), pe3ynpTat AeiicTBuil cpecTBa 3amuThI 10 OJ0kupoBanuio [IMB;

[IpoBOIUTH perucTpannio COOBITHI MO BHEAPEHHUIO B CpeaACTBO 3amuThl oT [IMB ma-
KETOB OOHOBJICHUH. B mapameTpax perucrpanuu yka3blBalOTCs BpeMs U 1aTta 0OHOB-
JIeHUs, UACHTU(UKATOP CYOBEKTa JOCTYIAa, MHUIIMUPOBABIIIETO JAHHOE JCHCTBUE BEp-
CHSl M KOHTPOJIbHASI CyMMa MaKkeTa OOHOBIICHUS;

[TpoBOIUTH perucTparuio coObITUI 3ayCcKa/3aBepIieHust paboThl MOAYJIEH CpecTBa
3ammtsl oT [IMB. B mapamerpax peructpanuy yKasplBarOTCs BpEMsI U J1aTa 3aIryc-
Ka/3aBepIeHus paboThl, HACHTU(UKATOP MOAYIISA, HACHTHU(PHUKATOP CyObEeKTa JOCTY-
1a, MHUIIMAPOBABIIETO JaHHOE JICHCTBUE, PE3yJIbTaT 3aIlyCcKa/3aBepiieHus paboThl;

JIOJI’KHA ITPOBOJUTHCS perucTpalus COObITUI yIpaBiieHUs CyOBbEKTOM OCTyNa PyHK-
usAMU cpeacTsa 3amuTel oT [IIMB. B mapamerpax perucrpanuy ykas3slBatoTCsl BpeMs
U J1aTa COOBITHS YIPaBICHUS KaXI0i QyHKIMEH, HAeHTU(UKATOP U crieupuKanus
¢byHkuuu, naeHTU(UKaTOp CyOBEKTa JOCTYIA, HHUIUHMPOBABIIETO JaHHOE JICHCTBHE,
pe3yabTaT IEUCTBUS;

[TpoBOAUTH perucTpanuio COOBITUHN MOMBITOK JOCTYIA MPOrPaMMHBIX CPEJICTB K MO-
IyJsM cpeacTsa 3amuThl ot [IMB nnu cnienmansHbeIM oBymkaM. B mapamerpax pe-
THCTPALMU YKa3bIBAIOTCS BPEMsI U aTa MONBITKU A0CTYNA, UACHTU(PHUKATOP MOTYJIH,
UJACHTUPHUKATOP U crienuUKaIys Moy cpeacTBa 3amuTel oT [IMB (cnenmanbHOR
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JIOBYIIKH), PE3yJIbTAT MOMBITKU 1OCTYIIA;

[TpoBOIUTH perucTpanmio COOBITHI OoTKaTa ajist cpeacTpa 3anmmuThl oT [IMB. B mapa-
METpax PEerucTpaiy YKa3bIBalOTCS BpEMs U J1aTa COOBITHS OTKATa, CIICIU(UKAIIHS
NeicTBUI OTKaTa, UIeHTUPUKATOp CyOBEKTa AOCTYIa, HHUIIMUPOBABIIETO JaHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

10

ObecneunTh 3aIUTy JTAHHBIX PETUCTPAIMU OT UX YHUYTOKEHHS MM MOAU(DUKAITUH
HapyLIUTENEM;

11

PeanmuzoBaTh MeXaHU3MEI COXpPAaHCHUA JaHHBIX PETUCTPALHA B ClIydac COKpaAIICHUA
OTBCACHHBIX IO HUX PECYPCOB;

12

PeanuzoBaTh MeXaHU3MbI IPOCMOTPA U aHAIN3A JAHHBIX PErUCTPALUU U UX QUIIBTPaA-
1Y 110 33JaHHOMY Ha0Opy apaMeTpoB;

13

[TpoBoAMTH aBTOMATHUECKUI HENPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABIATHCS NpUUNHON peanuzanun [IMB (co3nanue, penaktupoBaHue, 3aUCh, KOMITH-
a1l 00BEKTOB, KOTOPbIE MOTYT coaepxaTh BII).

14

PeannsoBaTh MexaHn3M aBTOMaTHYECKOI'O aHaJIu3a JaHHBIX PEruCTpanmu mo mraoJio-
HaM TUTIOBBIX TiposiBiieHuit [IMB ¢ aBToMaTH4eckuM UX OJIOKMPOBAHUEM U YBEIIOM-
JICHUEM aJIMHHUCTpaTOpa 0e30MaCHOCTH;

15

[TpoBOAUTH HECKOIBKO BUJIOB yueTa (AyOJIMPYIOIINX) C pErucTpaluuen Bbliauu (Ipu-
ema) HocuTesne nHpopmanuu;

16

OcCymIeCcTBISITh PETUCTPAIUIO BXOA (BBIX0/1a) CYOBEKTOB JIOCTYIIA B CHCTEMY (U3 CH-
CTEMBI), THOO PETUCTPAIUS 3arPY3KH U WHUITUAIHU3AINH OTIEPAIlMOHHON CHCTEMBI.
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17

Ocy1ecTBIATh PETUCTPALIMIO BbIJAUH MeYaTHHIX (Tpaduiyecknx) JOKYMEHTOB Ha
«TBEpAYI0» KONHUI0. B mapaMeTpax perucTpaii yKa3plBarOTCs (JaTa U BpEMs BbIIAUH
(oOparienust K MOJCUCTEME BbIBOJIA), CrielU(UKAIIHsI YCTPOICTBA BbIIAUN — JIOTHYE-
CKO€ UM (HOMEP) BHEIIIHETO YCTPOMCTBA, KPaTKOE CojJiepkaHue (HAaMMEHOBaHUE, BU]I,
mudp, Koa) U ypoBEHb KOHPHUACHITUATHHOCTH TIOKYMEHTA, HICHTH(PUKATOP CYOBEKTa
JIOCTYTIA, 3aIPOCUBIIETO JOKYMEHT;

18

OcCyHIeCTBISITh PETUCTPAIUIO 3aTyCKa (3aBEPIICHUS) TPOrpaMM U MPOIECCOB (3a/1a-
HUI, 3a]1a4), TpeJHa3HAYCHHBIX 11 00paOOTKH 3aiuiiaeMbix Qaiios. B mapamerpax
pETUCTpaIK YKa3bIBAIOTCS 1aTa M BpeMs 3aIrycka, UMs (MICHTU(UKATOP) IPOTpaM-
MBI (TIpoIiecca, 3a/1aHusl), UIeHTU(PUKATOP CyOBEKTa AOCTYIIA, 3aIIPOCUBIIIETO TPO-
rpammy (TIpoliiecc, 3aIaHKe), Pe3yNIbTaT 3amycka (yCIelHbIN, HEYCIEeIIHbINH — HECaHK-
IIUOHUPOBAHHBIIA),

19

OcymiecTBIATh PErUCTPALMIO MOMBITOK AOCTYIA MPOrPaMMHBIX CPEACTB (IIPOrpaMM,
IIPOLIECCOB, 3aJ]1a4, 3aJJaHui) K 3amuiaemMeiM (aiinam. B mapamerpax perucrpanuu
yKa3bIBAIOTCS J1aTa U BpeMsl MOMBITKH JIOCTYIIA K 3alluIiaeMoMy (aiiy ¢ ykazaHuem
ee pe3ynbTara (ycremHasi, HeycreurHas — HeCaHKIMOHUPOBaHHas ), UAEHTU(DUKATOD
cyObeKkTa jocTyna, cnenrdukanuys 3amumuiaeMoro haina;

20

OcCymiecTBIATh PErUCTPALIMIO MOTMBITOK JOCTYIA MPOrPAMMHBIX CPEZICTB K CIIEIYI0-
IIMM JIOTIOJTHUTENBHBIM 3alIMIaeMbIM 00BEKTaM JOCTYIIA: TEPMHHATIAM, KOMITbIOTE-
pam, y3nam cetd MUCII/IH, nuHuAM (KaHagaMm) CBSI3U, BHEUTHUM yCTPOMCTBaM KOMITb-
I0TEpOB, IPOrpaMmam, TOMaM, Katajoram, Qaiiam, 3anucsam, Mmojsim 3anucei. B ma-
paMeTpax perucTpaliy yKa3blBatOTCs JaTa U BpeMs MOMBITKH JOCTYIIA K 3alluIae-
MOMY OOBEKTY C YKa3aHUEM ee pe3ysbTaTa (yCHellHas, HeyClelHas — HeCaHKI[MOHH-
pOBaHHast ), HIEHTU(PUKATOP CYOBEKTa IOCTYIIA, CIeNU(PUKAIUS 3aIUIIaeMOro 00beK-
Ta — JOru4eckoe ums (Homep);

21

[TpoBoAMTH yueT Bcex 3allMIIaeMblX HOCUTeNEH NH(POPMAIUH C TOMOIIBIO0 UX MAPKHU-
POBKH U C 3aHECEHHUEM YUYETHBIX JIaHHBIX B )KYpHaJI (YUETHYIO KapTOUKY);
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22

OcymiecTBISITh OYUCTKY (OOHYJICHHE, 00E3TUIMBaHNE) OCBOOOKTIaeMBIX 00IacTei
OTIEPATUBHOM MaMsATH KOMIIBIOTEPOB M BHEIIHUX HaKomUTeIe. OYrCcTKa OCYIIECTB-
JSIETCSL OTHOKPATHOM MPOU3BOJIBHOM 3aIUCHI0 B OCBOOOXKIAEMYIO0 001aCTh AMSITH,
paHee UCIIOIb30BAHHYIO JUTS XPAHEHUs 3alUIIaeMbIX JaHHbBIX ((aiiinos, nHpopMa-
uH);

B noacucreme odecneueHus NeJJOCTHOCTH:

O06ecneynTs IETOCTHOCTh TPOrPAMMHBIX CpeacTB 3aiuThl B coctaBe C3I1/IH, a Takxke
HEU3MEHHOCTh ITPOrpaMMHOM cpeabl. [Ipu 3TOM LEOCTHOCTB CPEACTB 3aIMUTHI IPO-
BEPSCTCS MPU 3arpy3Ke CUCTEMBI 110 HATMYHIO UMEH (MICHTU(UKATOPOB) KOMITOHEHT
C3I1dH, 1enocTHOCTh IPOrpaMMHOIA cpenbl ooecrnieunBaetrcs orcyrerBuem B UCITIH
CPeACTB pa3pabOTKH M OTIAJKH IIPOrpamMM;

OcymectBisath ¢puzndeckyto oxpany UCIIu (ycTpoiicTB n HOocuTemnei napopma-
1IMK), IpelycMaTpuBarolas KOHTpoJb foctyna B nomemenus NCII/In nocroporHux
JIUL, HAJTM4YKE HA/IeKHBIX MPENATCTBUH /111 HECAHKIIMOHUPOBAHHOTO MPOHUKHOBEHMUSI
B noMetenust UCIIJIx u xpanunuiie HocuTeneil nupopmanmu;

[TpoBoauTh nepuoandeckoe rectupoBanue pynkuuit C3I1/H npu n3MeHeHun npo-
rpaMMHO#1 cpeabl U niepconana MCII/IH ¢ momolipio TeCT-NMporpamMm, UMUTUPYIOLINX
nonbiTk HCJI;

JIOJDKHBI OBITH B HATMYMK cpeacTBa BocctaHoBneHust C3I1/IH, nmpenycMarpuBatomye
BEJICHHE IBYX KOIUI MPOrpaMMHBIX CPEACTB 3allUThl MH(POPMALMH, UX NTEPHOUYE-
CKO€ OOHOBIIEHHE M KOHTPOJIb pab0TOCIIOCOOHOCTH;

[IpoBoauTH MPOBEPKY IIEIOCTHOCTH MOyl cpeacTBa 3amuThl oT [IMB, Heobxoau-
MBIX JJIs1 €0 KOPPEKTHOrO (PYHKIIMOHUPOBAHUS, TIPU €r0 3arpy3Ke ¢ UCIOJIb30BaHUEM
KOHTPOJIbHBIX CYMM;

ObecneunTh BO3MOXKHOCTh BOCCTAHOBJICHUS CpecTBa 3amuThl oT [IMB, npenycmat-
PHUBAOIIAs BEACHUE IBYX KOIUK MPOTPAMMHOTIO CPEJICTB 3aIIUTHI, €r0 MepUoanYe-

25




CKO€ OOHOBIIGHHE U KOHTPOJIb PaOOTOCIIOCOOHOCTH;

PeannzoBaTh MeXaHU3MBI IPOBEPKH 1IETOCTHOCTH MTAKETOB OOHOBJIEHUH CPECTBA 3a-
mutel 0T [IMB ¢ ncnosp3oBaHneM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pe3epBHOE KonupoBanue [1/[H Ha oTYyX)TaeMble HOCUTEH WH(DOPMALINN;

B noacucreme aHTI/IBprCHOﬁ 3allMThI:

IIpoBoauTh aBTOMaTHUYECKYIO ITpOBepKY Ha Hannuue BII wnu nocnencreuii [IMB npu
umnoprte B UCII/IH Bcex mporpaMMHBIX MOyJieH (IPUKIIAAHBIX IPOrPAMM), KOTOPbIE
Moryt coaep:kartb BII, Mo ux TUMOBBIM 11a0JIOHAM U ¢ TOMOIIBIO IBPUCTUYECKOTO
aHauu3a;

PeanuzoBaTh MeEXaHU3MBI ABTOMAaTHYECKOIO OJIOKHPOBaHUs 0OHapykeHHBIX BII my-
TEM UX yJaJICHHs U3 IPOrPaMMHBIX MOAYJIEH UM YHUUTOXKECHMUS;

PerynspHo BeInosHATH (IIpU epBOM 3amycke cpencTs 3amuThl [1/n ot IIMB u ¢
yCTaHaBJIMBAaEMOU NMEPUOINYHOCTHIO) MPOBEPKA HA IpeaMeT Hanuus B HUX BIL;

JomxHa nHunuupoBathes aBromarnyeckas npoepka UCII/Ix Ha npeamer Hanuuus
BII npu BeisiBnenuu akra [IIMB;

Peanu3oBaTe MEXaHU3M OTKAaTa [UIsl YCTAaHABIMBAEMOIO YMCIa ONEpalui yAAICHUS
BII u3 onepatnBHON WM TOCTOSSHHOW MaMATH, U3 MPOrPaMMHBIX MOJIYJIEH U IpHU-
KJIAJIHBIX [IPOTrpaMM UJIHM IPOrPaMMHBIX CPEICTB, coaepxkamux BII.

JononuurensHo B UCII/IH nomkeH nNpoBOAUTHCS HENPEPBIBHBIN aBTOMAaTHYECKUI
MOHUTOPUHT UH(OPMAITMOHHOTO OOMEHA C BHEITHEH CEThIO C 1ebI0 BhisBiIeHHs BII.

\4

KonTpous orcyrersus HIAB B 11O C3U
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Jns mporpaMMHOTo o0ecriedenus, UCIOoIb3yeMoro mpu 3amure napopmanuu B MC-
[11u (cpencts 3amuTsl nHGopManuu — C3U, B TOM Yncie ¥ BCTPOSHHBIX B 00IIeCH-
CTEMHOE U MpUKIagHoe nporpammHoe obecnieuenne — [10), nomkeH ObITh 00ecnieueH
COOTBETCTBYIOIINI YPOBEHb KOHTPOJII OTCYTCTBUs B HeM H/IB (He nexiapupoBaHHBIX
BO3MOJKHOCTEH ).

Vil

Oonapy:xkenue Bropkenuid B UCITIIn

OO6HapysxeHre BTOPKEHHUM TOIKHO 00eCIeYnBaThCs MyTEM HUCIIOJIb30BAHUS B COCTABE
NCTIlH nmporpaMMHBIX WJIH POTPaMMHO-ANMIapaTHBIX CPEICTB (CUCTEM) OOHapyKe-
Hus Bropxkenuii (COB).

HeO6XOI[I/IMO 00513aTeNIbHOE NCIOJIL30BAHUE CHCTEMBI 06Hap}/')KeHI/I5{ CCTCBBIX aTak,
HCIOJIB3YIOIIUC CUTHATYPHBIC METO/IbI aHAJIN3a

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHUE CUCTEMBI OOHAPYKEHHUS CETEBBIX aTakK,
MCIIOJIb3YIOLIME CUTHATYPHBIE METObI AHAJIN3A U METO/Ib] BBISIBICHHUS aHOMAJIUH

VI

3ammra UCITIH o IDMHUH

s 06paboTku nHGOpMauu HeodxoauMo ucnoiab3zoate CBT, ynoBierBopstomye
TpeboBaHUsAM cTaHnapToB Poccuiickoit @enepaluu 1o 31eKTPOMarHUTHON COBMeE-
CTMMOCTH, M0 6€30I1aCHOCTH U 3PTOHOMHUYECKUM TpeOOBaHUAM K CpeAcTBaM 0ToOpa-
YKEHUSI THPOPMAIUH, [0 CAHUTAPHBIM HOpMaM, MPEeAbIBIIEMbIM K BUACOAUCILICH-
HbIM TepMmuHaiaMm [I19BM (nampumep, FOCT 29216 91, TOCT P 50948-2001, T'OCT
P 50949-2001, I'OCT P 50923 96, CanlluH 2.2.2.542 96).

Ouenka coorBerctBust UCIIIn TpedoBanusim 6esonacuoctu IIn

[IpoBectu 00s3aTenbHYIO cepTU(UKALUIO (aTTECTALUIO) 110 TpeOoBaHUAM Oe30IacHO-
ctu uHdopmaIuu;
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JlexiiapupoBaTh COOTBETCTBHE WIIM 0053aTEIIbHYIO CepTUDHUKAINIO (aTTECTAIHIO) IO
TpeboBaHUsM Oe30macHoCTH HH(OpMAUH (TI0 PEIICHUIO OIIepaTopa);

[Mpumeuanue: [{ns UCIIIn 4 knacca nepeueHb MeponpusaTii o 3ammre [1/IH ompenensieTcss B 3aBHCUMOCTH OT yiepOa KOTOPBI MOXKET OBbITh

HaHCCCH B CJICACTBHH HCCAHKIIMOHUPOBAHHOI'O WMJIM HCTIPECAHAMCPCHHOT'O NOCTYIIA K HI[H

CoracoBaHo:

3aBEAYIOLIUN [[ImoHrHa AHHA AJIeKCaHIPOBHA
JIETIONPOU3BOIUTEIID Kopo6oBa Tatssina CepreeBna
3aMECTHUTEND 3aBEAYIOIIETO Manuneina Haranest AnexkcanapoBHa
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JIuct o3nakomuienus ¢ [loauTukoit nHGpopMaMOHHON 0e30aACHOCTH

Ne DdPUO JoaxkHocTh JlaTa IHoanuck
n/n
1 [[ImonnHa AHHa AJnleKCaHIpOBHA 3aBEAYHOUIUN
2 | Kopo6oga Taresina CepreeBHa JIEIOTIPOU3BOTUTEIH
3 | Manunsina Haranes 3aMECTHUTEIIh
AnekcanapoBHa 3aBEAYIOIIETO

29




	Содержание
	Введение
	2. Область действия
	4.1.  Подсистемы управления доступом, регистрации и учета
	4.2. Подсистема обеспечения целостности и доступности
	4.3. Подсистема антивирусной защиты
	4.4. Подсистема межсетевого экранирования
	4.5. Подсистема анализа защищенности
	4.6. Подсистема обнаружения вторжений
	4.7. Подсистема криптографической защиты
	5.1. Администратор ИСПДн
	5.2. Администратор безопасности ИСПДн
	5.3. Оператор АРМ
	5.4. Администратор сети
	5.5. Технический специалист по обслуживанию периферийного оборудования
	5.6. Программист-разработчик ИСПДн

	8. Список использованных источников

		2023-07-21T12:35:59+0300
	МУНИЦИПАЛЬНОЕ БЮДЖЕТНОЕ ДОШКОЛЬНОЕ ОБРАЗОВАТЕЛЬНОЕ УЧРЕЖДЕНИЕ "ДЕТСКИЙ САД № 247"




